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Unified protection 
for everyone
Elastic Security arms analysts to  
prevent, detect, and respond to 
threats — and it’s free and open, 
available to analysts everywhere

Elastic Security



Prevent Detect

Elastic Security
Unlimited insights across all your data for all  time

Respond



Prevention, Detection, and Response for unified Protection
Elastic Security

Security content 
from Elastic and 
community

Visualize your Elasticsearch data 
and navigate the Elastic Stack

A distributed, RESTful search
and analytics engine

Kibana

Elasticsearch

Security Out-of-the-box solution for 
security analysts everywhere

LogstashBeats Endpoint
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ECS 1.0
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Elasticsearch 1.0 
released

Growing use of ELK 
for threat hunting

Logstash
joins forces

Kibana
joins forces

Beats to collect
all the data

Elastic Cloud
launched
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Repo at a Glance github.com/elastic/detection-rules

Community & Collaboration
• A dev-first mentality for 

malicious behavior detection

The Rules
• A place to engage on rules for all 

users of Elastic Security

Contribution Guides
• Creating issues, submitting PRs, 

our philosophy, and more!

Developer Tools
• Interactive CLI to create rules

• Syntax validation, ECS schemas, 
metadata checker, etc.

https://github.com/elastic/detection-rules


Repo Walkthrough



detection-rules



detection-rules
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detection-rules/rules/



detection-rules/rules/



detection-rules/rules/



What we want to accomplish
github.com/elastic/detection-rules

● Improve security with the power of open source 

● Share best practices for high fidelity rules

● Develop quickly and learn with you

● Provide the best experience for Elastic Security users
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Detection engineering 
with Elastic Security



PHILOSOPHY.md

The latest 
information is 
always in the repo

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Our approach to detection engineering
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools

● Write logic independent from the data source

● Detect true positives while avoiding false positives 

● Improve Elasticsearch performance when possible

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
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Detect behaviors more than custom tools
PHILOSOPHY.md

● Emphasize technique, not indicators

○ Forces you to write generic detections

○ Avoids the risk of overfitting 

○ Similar philosophy to MITRE ATT&CK®

● Make exceptions where it makes sense

○ When a high-fidelity behavioral detection is nontrivial
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf


Detect behaviors more than custom tools
PHILOSOPHY.md

✖ Indicator ✔ Behavior

process.name:mimikatz.exe or

process.command_line:*sekurlsa*

event.module:sysmon and

event.code:10 and

winlog.event_data.TargetImage:

  lsass.exe

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Our approach to detection engineering
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools

● Write logic independent from the data source

● Detect true positives while avoiding false positives 

● Improve Elasticsearch performance when possible

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Write logic independent of data sources
PHILOSOPHY.md

● Accommodate various data sources

● Use Elastic Common Schema (ECS)

○ Use fields and categorization in ECS

● Make rules plug-and-play

○ Requires data source to map correctly to ECS

○ Less logic to maintain

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Using Elastic Common Schema (ECS)
https://github.com/elastic/ecs

● Defines a common set of field names and types

● Enumerates categorization fields and values to bin 
similar events together

● Designed to be extensible and grow with our needs

● ECS is adopted throughout the Elastic Stack

https://github.com/elastic/ecs


Write logic independent of data sources
PHILOSOPHY.md

✖ Specific to each source ✔ With standard ECS field

src:10.42.42.42 or

client_ip:10.42.42.42 or 

apache2.access.remote_ip:

   10.42.42.42 or

context.user.ip:10.42.42.42

source.ip:10.42.42.42

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Our approach to detection engineering
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools
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Detect true positives while avoiding false positives
PHILOSOPHY.md

● Generic detections increase FPs disproportionately

○ Many techniques abuse built-in behavior and generate 
high volumes of benign activity

● Look for logic to tip the scales towards TP

● Attempt to evade your detections

○ Iterate until logic is rigorous

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Detect true positives while avoiding false positives
PHILOSOPHY.md

● Create or Modify System Process: Windows Service

○ ATT&CK technique T1543 subtechnique 003

● System Services: Service Execution

○ ATT&CK technique T1569, subtechnique 002

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Detect true positives while avoiding false positives
PHILOSOPHY.md

✖ Too vague ✖ Too many false 
positives

process.name:sc.exe process.name:sc.exe and

process.args:(create or config)

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Detect true positives while avoiding false positives
PHILOSOPHY.md

✖ Too easy to evade ✖ Too easy to evade

process.command_line:

    "sc *create * binPath*"

process.name:sc.exe and

process.command_line:

    "* create * binPath*"

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Detect true positives while avoiding false positives
PHILOSOPHY.md

✖ Too overfitted ✔ Good FP and TP 
balance

process.name:sc.exe and

process.args:(create or config)

and process.parent.name:cmd.exe

process.name:sc.exe and

process.args:(create or config)

and (process.args:\\\\* or

     not user.name:SYSTEM)

https://github.com/elastic/detection-rules/issues/47

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
https://github.com/elastic/detection-rules/issues/47


Detect true positives while avoiding false positives
PHILOSOPHY.md

✔ Good FP and TP 
balance

process.name:sc.exe and

process.args:(create or config)

and (process.args:\\\\* or

     not user.name:SYSTEM)

Use command line 
arguments to infer 
adversary intent

Lateral movement

Privilege escalation

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Our approach to detection engineering
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools

● Write logic independent from the data source

● Detect true positives while avoiding false positives 

● Improve Elasticsearch performance when possible

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Improve Elasticsearch performance when possible
PHILOSOPHY.md

● Use the proper index patterns when using Beats

● Target ECS array fields instead of parsing on the fly

● Prefer exact matches or trailing wildcards

● Don’t be afraid to ask!

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Improve Elasticsearch performance when possible
PHILOSOPHY.md

✖ Unnecessary wildcards ✔ Use parsed fields

process.name:sc.exe and

process.command_line:(

  *create* or *config*

)

process.name:sc.exe and

process.args:(create or config)

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
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How to contribute to 
detection rules



CONTRIBUTING.md

The latest 
information is 
always in the repo

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Contributing to the repository
CONTRIBUTING.md

● Create a GitHub issue first

● Fork and clone the repository

● Use the CLI to create a rule

● Run local tests to validate syntax and logic

● Finally, submit a pull request

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
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Create a GitHub issue first
CONTRIBUTING.md

● Forces us to discuss early in the process

○ Learn from each other and share ideas

● Choose from our existing templates

● Include licenses and links for external rules

● Improves productivity for pull requests

○ Less back-and-forth and more merging!

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
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Fork and clone the repository
CONTRIBUTING.md

https://docs.github.com/en/github/getting-started-with-github/fork-a-repo

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
https://docs.github.com/en/github/getting-started-with-github/fork-a-repo


Fork and clone the repository
CONTRIBUTING.md

➔ git clone 
https://github.com/<username>/detection-rules.git

➔ cd detection-rules

➔ git remote add upstream 
https://github.com/elastic/detection-rules.git

https://docs.github.com/en/github/getting-started-with-github/fork-a-repo

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
https://docs.github.com/en/github/getting-started-with-github/fork-a-repo


Contributing to the repository
CONTRIBUTING.md

● Create a GitHub issue first

● Fork and clone the repository

● Use the CLI to create a rule

● Run local tests to validate syntax and logic

● Finally, submit a pull request

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md


Use the CLI to create a rule
CONTRIBUTING.md

➔ python -m detection_rules create-rule 
rules/<path-to-rule>.toml [--required-only]
Rule type (machine_learning, query, saved_id): query

actions (multi, comma separated): 

description (required): Look for child processes of MsBuild

...

Rule <name> saved to rules/<path-to-rule>.toml

https://docs.github.com/en/github/getting-started-with-github/fork-a-repo

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
https://docs.github.com/en/github/getting-started-with-github/fork-a-repo


Contributing to the repository
CONTRIBUTING.md

● Create a GitHub issue first

● Fork and clone the repository

● Use the CLI to create a rule

● Run local tests to validate syntax and logic

● Finally, submit a pull request

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md


Run local tests to validate syntax and logic
CONTRIBUTING.md

➔ python -m detection_rules test

================================= test session starts ==================================
collected 73 items

tests/test_all_rules.py::TestValidRules::test_all_rule_files PASSED               [  1%]
tests/test_all_rules.py::TestValidRules::test_all_rule_queries_optimized PASSED   [  2%]
tests/test_all_rules.py::TestValidRules::test_all_rules_as_rule_schema PASSED     [  4%]
tests/test_all_rules.py::TestValidRules::test_all_rules_tuned PASSED              [  5%]
...
tests/kuery/test_parser.py::ParserTests::test_number_exists PASSED                [ 98%]
tests/kuery/test_parser.py::ParserTests::test_number_wildcard_fail PASSED         [100%]

================================== 73 passed in 8.47s ==================================

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md


Contributing to the repository
CONTRIBUTING.md

● Create a GitHub issue first

● Fork and clone the repository

● Use the CLI to create a rule

● Run local tests to validate syntax and logic

● Finally, submit a pull request

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md


Submit a pull request
CONTRIBUTING.md

● Commit your local changes in a new branch

● Push your branch to your fork

● Open a pull request

● Wait for review and expect to make changes

● When it’s ready, we’ll update labels and merge

https://github.com/elastic/detection-rules/blob/main/CONTRIBUTING.md
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These are just some of our partners, community members, and integrations. The presence of a vendor logo doesn’t imply a business relationship with 
Elastic.

Security orchestration, 
automation, response

Security incident 
response

General ticket & case 
management

● Host sources
● Network sources
● Cloud platforms &  

applications
● User activity sources
● SIEMs & centralized 

security data stores

Community

Consulting

Education & training

Solutions Integrators,
Value-added Resellers,

MSPs & MSSPs

Internal context

External context

Elastic Ecosystem
Scale your security program with 
the Elastic Community

—Logging Made Easy—



Try free on Cloud: 
elastic.co/cloud

Take a quick spin:
demo.elastic.co

Join us on Slack: 
ela.st/slack

1 2 3

Connect to the Elastic Security Community

https://ela.st/slack


https://training.elastic.co/learn-from-home 

https://training.elastic.co/learn-from-home


Elastic is a Search Company.
www.elastic.co 

Thank You!
...check out the repo, github.com/elastic/detection-rules
...join us on Slack, #detection-rules @ ela.st/slack

https://github.com/elastic/detection-rules

