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A data-driven look at how observability is evolving across government globally,
based on insights from a survey of 300+ public sector IT decision makers.*
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Observability maturity

Observability practices across the public
sector are maturing rapidly, evolving from basic
monitoring into a foundation for operational
resilience, cybersecurity, and mission delivery.

60% report mature or expert
- observability practices.

Expansion beyond IT

Observability data is increasingly shared across

teams to improve responses and decision-making.

6 6 O  report three or more non-IT teams
o using observability data.

6 1 O  say cross-team coordination
O still needs improvement.

Primary use cases: incident response (59%)
and real-time compliance (51%).
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What's driving change

Agencies face mounting pressure to ensure
interoperability across legacy and new systems.
Most aim to optimize observability spend, not
reduce it.

97% 55%
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experienced unexpected report more questions
observability costs. from leadership to justify
observability expenses.

Top users beyond IT:
B
Governance, risk,
.
and compliance
[ 1%
[ 40%_

Cybersecurity

DevOps/SRE

Data science

*The survey polled IT decision-makers at public sector organizations with more than 500 employees. elastic.co | © 2026 Elasticsearch B.V. All rights reserved
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GenAl and agentic Al

Al is already changing how teams analyze telemetry and investigate issues. More mature teams are
adopting agentic Al to reduce manual effort and speed decisions.

84% use GenAl today; 97% . 31% use agentic Al today; 32%
84% expect to within two years. 51% expect to within two years.

32% see significant performance e @ 44% of mature teams use agentic
32% gains today; 65% expect this ° Al (vs. 11% of early-stage teams).

within five years.

Top concerns:

Security, data breaches,
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p|an to use GenAl embedded Automation errors

/5%
° in vendor tools
: Training

Cost and hallucinations 35%
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Cost optimization OpenTelemetry adoption
Observability is viewed as an optimization Vendor compliance is becoming increasingly
lever, not a cost center. Cost control is now important as OpenTelemetry (OTel) projects
a core observability requirement, with 66% move into production.
reporting regular cost overruns. Agencies
are finding ways to refine data collection and 8 1 o
usage without sacrificing visibility. O are using or evaluating OTel.

Top optimization actions:

Consolidating existing

—
toolset _—
Using lower cost or open

source tools

7 3 o use or plan to use vendor
Deploying observability only O sourced OTel distributions.
to critical environments

Data sampling

9 7 o of production users say OTel
o compliance is critical.
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Logging complexity

Logging remains the cornerstone of observability Top selection criteria:
— but growing complexity is driving a reevaluation

of tools and data workflows. Most (95%) have Shareability

multiple stakeholders influencing logging
decisions. Agencies are prioritizing OTel-ready Interoperability

pipelines and open APlIs.
Affordability

Key themes across the data

A, (5) N Q

Expansion from Increased focus Growing adoption of Rising emphasis
basic monitoring to Al- on cost accountability OpenTelemetry and on interoperability,
supported, cross-team alongside modernization open architectures auditability, and
observability shared visibility

Download the full report for complete findings and data.
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