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Elastic Stack
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Single install - deployed with X-Pack

Data gravity - analyzes data from the same cluster
Contextual - anomalies and data stored together
Scalable - jobs distributed across nodes

Resilient - handles node failure
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Machine Learning in the Elastic Stack
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Machine Learning in the Elastic Stack
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Machine Learning in the Elastic Stack

In a nutshell

» analysis of time series (e.g. log data)
help users understanding their data

modeling of the data in order to detect anomalies, predict future values

be of operational useful: real-time
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Machine Learning News
Big ML upgrade in 6.1 /6.2

/ Create New job

nine Learning / Job Manageme

Create a job from the index pattern filebeat-*

Use a supplied configuration
The fields in your data hive been recogniznd as matching known configurations, Select 1o create  set of machng learming jobs and sssociated dashboards

m Filebeat NGINX
Find urssual activity in NGINX

web access logs.

» smarter job placement

Use a wizard

Use ane of the wzards 10 craate 3 machion learning
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@ @ ¢ O-rebruary15t2017,00:0000.189 to March 11th 2017, 235956537 >

Machine Learning / Job Management / Create New job / Data Visualizer

[ [Y————

Fields
ONl filebeat-*  Uso 8 lbase+ s |
"
®
L]
@

Single metric

Detect ancmalies in a single

n Create Job

Select known configurations for
recognized data

time senes

- automatic job creation

ey Coert e Sample 5000 v documents per shard from a total of 14479391 documents ©

m Filebeat NGINX

Metrics
Koy Eields trd a NGINX web access logs.
ey Felds (nfuencers) 3 fiekds (3 exist in documents)

m # nginx.access.geoip.location.lat # nginx.access.geoip.location.lon
Use the Advanced job wiz

Learn more about your data
@) 24972 documents (99.9%) @) 24972 documents (99.9%) ajob to find anomales in
u u If you're not sure what type of job to creste, first e o o & 4207 distinct values
Bucket span o min min median max Advanced
. 45873 157.937 404 17688 B the fu
1Se e 3o Gar
distribution of values ~ n of values =
2 oo percenties Dispaying 0 - :00en percentie
@ Data Visualizer Job Details .
~ Learn more about the !
Name O
characteristics of your data
. identify the felds for NEFTC_Ununadl_remote_ip_svert_rate L
anaysis with mac ° o
NEre Acoess Logs Defect unususl remsate_gs - Mgh res . e i F B 60
u u u u
Jeb Graugn O
. e Fields
27 fields exist in documents (28 in total) | show empty fields xeyword types = } Filtes
0
Adweznd t beat.hostname.keyword t beat.version.keyword t fileset. module keyword t fileset.name.keyword
@) 25000 documents (100.0%) @) 25000 documents (100.0%) @) 25000 documents (100.0%) @) 25000 documents (100.0%) @) 25000 documents (100.0%)
& 1 distinct value & 1 distinct value & 1 distinct value & 1 distinct value & 1 distinct value
top values top values top values top values top values
£-172:31-5-206 I 100.0% 54.0 I 00.0% I 100.0%

* on-demand forecasting

g gepanramer

25000 documents (100.0%) @) 24972 documents (99.9%) 24816 documents (99.3%) @)17175 documents (68.7%;

& 3251 distinct values & 6 distinct values & 139 distinct values & 806 distinct values
top values top vakues top values top values
17% 64% Europe [ 9% -_— 27.8% Califorria [l
7.7% 13 North America I 303% 102%

3% 27% Asia I 23% 73% virgia ]l
20% South America| 18% 63% New York |
. 16% Oceania] 17% 0% engand]
Africa] 11% 53% Bejing|
Guangzhou| 14% aculated from samele of $000 documents per shard 0% Guangdong|
Tokyo| 13% 23% ontario]
20% Washingzon |
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ES Machine Learning Guided Tour

What happens inside the black box

- What basic concepts do | need to know about?

*  What is a model? How many are out there?

From Detection to Projection: Forecasting
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Creating an ML Job from a backstage perspective

Data Buckets
W
M\WWM/\AAW 10 minutes

Data Is aggregated into buckets
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Creating an ML Job from a backstage perspective

Data Transformation

Functions define how data is transformed (mean, count, sum, ...)
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ML Model

What is stored inside of a model

self-contained artifact

» online approach (does not require (re-)access to the raw data)
» stores features (e.g. seasonality) as well as condensed historic information

- evolving: up-to-date to the last received bucket

- adapts to new data (up to complete re-learning)
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Creating an ML Job from a backstage perspective
Models

Number of build models depend on detectors and data splits

* a detector defines fields function

» a data splits allow individual models per split

s)i|ds ejep

¢y

detectors

%@ elastic 11 elastic{ey



Creating an ML Job from a backstage perspective
Models

Number of build models depend on detectors and data splits

Ii Single metric

Detect anomalies in a single

s)i|ds ejep

time series.

¢y

detectors
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Creating an ML Job from a backstage perspective
Models

Number of build models depend on detectors and data splits

n Multi metric
Detect anomalies in

multiple metrics by
splitting a time series by a  [RERSECIUICE Q
categorical field. =
. Q
Fields %
©
B =%
W event rate Count . ‘ »
) nginx.access.geoip.location.lat e
) nginx.access.geoip.location.lon e
® peat.hostname.keyword Distinct co vl
) beat.name.keyword Distinct co |\~
! beat.version.keyword Distinctco  ~ ég Qg
S T R S 1 ¥ >

- detectors
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Creating an ML Job from a backstage perspective
Models

Number of build models depend on detectors and data splits

n Multi metric
Detect anoma lies in
multiple metrics by
splitting a time series b oY

i goicalfield. ' %.- é; gg

Split Data RrRemove split ’ ég ég

[ t nginx.access.remote_ip.keyword " v ] Q; Qg
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detectors
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Creating an ML Job from a backstage perspective
Models

Number of build models depend on detectors and data splits

?‘* Advanced
Use the full range of

>

options to create a job for
more advanced use cases. N Q;
o
Detectors © 'cé Qg
» ¢y
mean("nginx.access.body_sent.bytes.keyword" ¢ é;
distinct_count("nginx.access.geoip.region_name.keyword" R
¢y
sum(“nginx.access.body_sent.bytes.keyword") by "nginx.access.remote_ip.keywora ¢ ®
R 6Y G 6D

>
detectors
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The Anatomy of a Model

Subtitle

- What we model and why
» trend model
* residual model
* modelling anomalous periods

- dealing with change, dealing with outliers
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ML Model for forecast
From the past to the future (> 6.1)

A ML model describes what is ‘usual’

* use existing models to project into the future (on-demand)

Machine Learning / Single Metric Viewer C Auto-refresh @ @Q € O February 1st2017,01:29:59.171 to March 22nd 2017, 00:15:00.000 >

Job Management Anomaly Explorer Single Metric Viewer Settings

» provide a visualization of projection

* can be run at different points in time
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ML Forecast

From the past to the future

Design goals

» should not interfere with real-time analysis, runs in parallel

Forecasting

@ |OW reSO U rCe u Sag e View a previous forecast ©&

Created From To
. February 21st 2018, 20:53 March 12th 2017, 00:45:00 March 27th 2017, 01:45:00
* multi- tabl
uiti-user, repeatabdie
February 21st 2018, 20:53 March 12th 2017, 00:45:00 March 13th 2017, 00:45:00

Run a new forecast
Duration ©

- D
Opening job... v

Running forecast...
100%

Closing job... v

Close
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ML Forecast

4 )

@ Elasticsearch + @X—pack

é; Machine Learning Job

Detection Results
—

Realtime Data Feed

Q Forecast Request Forecast Results
. W,
\_ /
Request for forecast Take a copy of Continue real time Concurrently run Forecast results get
corresponding models processing forecast written back into the
ML result index
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Forecast challenges
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Forecasting goal

"Accurate time series forecasting for a range of realistic data

characteristics with minimum human intervention”
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Forecasting challenge: multiscale effects

Forecast ?
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Forecasting challenge: change points
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change point
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Time series modelling: handling change

Controller C(t)

bias({x; — T; })
bias(var({z;,Z;}))

Model M (R(t),...) >
(e} Wil
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Time series modelling: handling change
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Multiscale effects

| e argming{||diag(w)(x — D)||*}
X|; = x;
. . . . . _ —1
Reversion to behaviour on a given time frame typical [D]z] — (t — 1 )]

Using one model, even with control of the “time window”, can’t capture this

Ensemble + adjust weights based on how far ahead to predict
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Change points

Change Detection (BIC) Change model

HO No change

H1 Time shift m x 1{ change }

H2 level shift




Change points

Trend(t,) + > Seasonal(t,) + »  Calendar(t

/@ X @ {chcmgeD
N(my, oy) /

P(change|x§n) , xgn), o)

= P(change|x§n) )P(change|xgn) ). ..
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Change points
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Change points

260 / S R et — S
240 feet ™ *j 360 -
Need explicit handling of change points | -
300 A | {
Detect and model level shifts, time shifts, etc

Roll out multiple possible realisations of the change model to forecast and use

these to get expectation and confidence intervals
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Summary

Deterministic components of model; to forecast at time ¢ simply evaluate at time ¢
Maintain ensemble of trends for multiple time scales, i.e. {Rz}

Forecast using weighted average with weight a function of look ahead time, i.e. w = w(t)
Detect and model probabilistically change points

Roll out multiple possible realisations of the change model to forecast
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Forecasting: the future

Tell us your use case

Alerting: When do | run out of supplies?
Further scalability: Large Jobs with lots of data splits §
Quality assessment: How good was my forecast?

Multivariate: Forecast group of metrics using correlations
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More Questions?

Visit us at the AMA
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Please attribute Elastic with a link to elastic.co

Except where otherwise noted, this work is licensed under
http://creativecommons.org/licenses/by-nd/4.0/

Creative Commons and the double C in a circle are
registered trademarks of Creative Commons in the United States and other countries.
Third party marks and brands are the property of their respective holders.
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