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V1.0.0 - GA



Elastic Common Schema (ECS)
Normalize Data to Streamline Analysis

Defines a common set of fields and 
objects to ingest data into 
Elasticsearch

Enables cross-source analysis of 
diverse data

Designed to be extensible

ECS 1.0 is in GA. The Elastic Stack is 
being transitioned to default to ECS

https://github.com/elastic/ecs
Contributions & feedback welcome

https://github.com/elastic/ecsD
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Elastic Common Schema (ECS)

• ECS-Core: A fully defined set of field names that exist under a defined set 
of ECS top-level objects

• ECS-Extended: A partially defined set of field names that exist under the 
same set of ECS top-level objects

• Custom: An undefined set of fields that exists under a user-supplied set of 
Non-ECS top-level objects

Three Levels of Fields
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Field Sets, Fields, Names, Datatypes, Oh My!
The field.* labels indicate the entity information, if available, that should be used to populate the fields. 

host.* 
e.g., Linux server

agent.* 
e.g., syslog 

service

Elastic Stack

event.*

cloud.* 
e.g., AWS

The cloud.* fields sh
ould 

be populated with details 

about the cloud service
 

in which the host where 

the event happened is 

running

The host.* fields sh
ould 

be populated with 

details about the host 

where the event 

happened.

The agent.* fields should be 

populated with details about 

the agent running on the host 

where the event happened, and 

that reported the event

The event.*
 fields 

should be populated 

w
ith details about 

the event that 

happened on the host

e.g., host.type: “hardware”

example value of 

host.type fi
eld

BANG! event 

happens here

This table indicates 

which field set
s should 

be populated for the 

specified 
event type by 

the time it is indexed in 

Elasticsearch
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Transforming Events into ECS Format
Producing an ECS-compliant event requires one or more transformations which can be performed 
at the shipper, ETL, or Ingest node.

host.* 
e.g.,Linux server

agent.* 
e.g., 

auditbeatevent.*

Basic 
cloud host 
event via 
auditbeat

cloud.* 
e.g., AWS

e.g., host.type: “virtual”

EXAMPLE

The shipper, for 

example a beat, can 

perform this 

transform
Logstash, or some 

other tool, such as 

Spark, could 

perform this 

transform

Elasticsearch 

ingest node can 

perform this 

transform
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Threat Hunting with Elastic
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PROACTIVE, RETROSPECTIVE, 
SEARCHING THROUGH 

COLLECTED DATA, LOOKING 
FOR EVIDENCE THAT 

ADVERSARIES ARE OPERATING 
IN YOUR ENVIRONMENT
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AC
T

Can you deploy proven countermeasures to evict and recover?

TRACK During an intrusion, can you observe adversary activity in real time?

HUNT Can you detect an adversary that is already embedded?

BEHAVIORS Can you detect adversary activity within your environment?

THREATS Who are your adversaries? What are their capabilities?

TRIAGE Can you accurately classify detection results?

DETECTION Can you detect unauthorized activity?

TELEMETRY Do you have visibility across your assets?

INVENTORY Can you name the assets 
you are defending?

 Can you collaborate with trusted partners to disrupt adversary campaigns?Swannman Incident 
Response
Hierarchy of Needs

https://github.com/swannman/ircapabilities
mswann@microsoft.com
@MSwannMSFT
linkedin.com/in/swannman

Used under a Creative Commons 
Attribution 4.0 International license 
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TRACK

HUNT

BEHAVIORS

THREATS

TRIAGE

DETECTION

TELEMETRY

INVENTORY

ACT
“During incident response, 
I operate at the same tempo as the 
adversary to protect my business assets.”

“When my red team emulates a 
real-world adversary, I detect their 
intrusion at multiple points along the kill 
chain.”

“I detect hygiene issues and 
operator activity that does not 
follow best practices.”

Swannman 
Incident 
Response
Hierarchy of 
Needs
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Threat Hunting Methodologies

• Analytics-Driven: "Machine-learning and UEBA, used to develop 
aggregated risk scores that can also serve as hunting hypotheses"

• Situational-Awareness Driven: "Crown Jewel analysis, enterprise risk 
assessments, company- or employee-level trends"

• Intelligence-Driven: "Threat intelligence reports, threat intelligence feeds, 
malware analysis, vulnerability scans"

https://sqrrl.com/cyber-threat-hunting-1-intro/
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AC
T

TRAC
K

HUNT

BEHAVIORS

THREATS

TRIAGE

DETECTION

TELEMETRY

INVENTORY

 
Threats and 
Behaviors 
Support 
Hunting

Analytics-DrivenIntelligence-Driven
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What are Behaviors?
For Threat Hunting
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What is Cyber Threat Hunting?
https://expel.io/blog/what-is-cyber-threat-hunting-and-where-do-you-start/
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TIP: Look at Step 3 First – Do We Have the Data?
https://expel.io/blog/what-is-cyber-threat-hunting-and-where-do-you-start/

https://expel.io/blog/what-is-cyber-threat-hunting-and-where-do-you-start/
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Examples
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One Set of Field 
Names
During a hunt, searching for 
multiple sets of field names can 
slow you down.

Web Site
Fully documented field 
reference available online at 
elastic.co

Offline
Grab generated file from 
GitHub Repo and use for 
air-gapped deployments
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Leading Wildcard 
Searches
Easily find all log messages 
associated with a value in an ECS 
field across indices!

IP Addresses
Whether used as a 
source.ip, destination.ip, 
client.ip, server.ip, or 
observer.ip

Hostnames
Whether used as 
host.hostname, 
observer.hostname, or 
custom field hostname.
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Leading Wildcard 
Searches
Easily find all log messages 
associated with a value in an ECS 
field across indices!

IP Addresses
Whether used as a 
source.ip, destination.ip, 
client.ip, server.ip, or 
observer.ip

Hostnames
Whether used as 
host.hostname, 
observer.hostname, or 
custom field hostname.
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Event 
Categorization
Easily find all log messages 
associated with a certain kind of 
event.

Event Kinds
Whether events, alerts, 
alarms, from multiple 
sources

Event Actions
Whether user logins, 
process started, file-opened, 
from multiple sources

Event Outcomes
Whether user success, 
failure, or unknown from 
multiple sources
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Mike Paquette
mike.paquette@elastic.co

Thank You
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Normalize Data with Elastic Common Schema (ECS)

Searching without ECS

src:10.42.42.42 OR 
client_ip:10.42.42.42 OR 
apache2.access.remote_ip:10.
42.42.42 OR 
context.user.ip:10.42.42.42 
OR src_ip:10.42.42.42

Searching with ECS

source.ip:10.42.42.42


