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Housekeeping & Logistics

● Attendees are automatically muted upon joining webinar

● QA will be at the end of the webinar 

● Ask questions for us in the Zoom chat during the webinar

○ Adjust Zoom chat settings to: “All panelists and attendees”

○ More questions? Try https://discuss.elastic.co/c/security 

● Recording will be available after the webinar and emailed to all registrants

https://discuss.elastic.co/c/security
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Elastic is a search company.



Elastic is a search company.
Security is a data problem.



Three solutions powered by one stack 

Enterprise Search SecurityObservability

Kibana

Elasticsearch

Beats Logstash

Powered by 
the Elastic Stack

3 solutions

Deployed 
anywhere Elastic Cloud Elastic Cloud 

on Kubernetes
Elastic Cloud 

Enterprise

SaaS Orchestration



Collect Detect, Analyze, Investigate Respond

Data Sources

P/I/SaaS
User

Network Activity
Endpoint

Server
Wire & Flow Data
Code Repository

Connected Devices 
& Physical Security

Collection and 
Prevention

Elastic Agent Built on Fast, Scalable Search

SOAR

SIRP

ITSM

Custom

Reporting

Lens + Canvas

Response

Elastic Agent

The Foundation of Modern Security, Observability, and more

Normalization

Designed for tomorrow’s environments: bring your search to the data



50% of MITRE 
techniques require 
endpoint visibility

Elastic Agent
One agent, one click, any use case

Centrally manage your Agents in Fleet
Scale and manage Agents from a simple UI

Hundreds of OOTB data integrations
One-click collection and preparation: 
elastic.co/integrations

Prevention built in
Signatureless malware prevention provided free; 
behavioral ransomware stops tomorrow’s attacks

https://www.elastic.co/integrations


Section 1

Avoid the impossible task of choosing 
which data sources to ingest







Central Instance has full Security Analytics 
capabilities on all relevant data, central or 
remote. Detection rules, machine learning, 
alert triage, investigations, and hunts can 
be centralized.

Easy to configure. Kibana 
has native support for 
distributed indices. 

Works with on-prem 
and across cloud 
regions and providers.

Each remote site has full SIEM 
capabilities on all locally collected 
data, in-cloud and hybrid.

Key

      Elastic Stack

     Elastic Security

      Elastic Cloud

       Elasticsearch

       Kibana

Bring your Search to the Data with Cross-Cluster Search

Supports 
multiple Elastic 
Stack versions.  
No need for 
lockstep 
upgrades.

Cross-Cluster Search (CCS brings your search to the data by 

federating queries from central instance to distributed  instances.  

Only queries/results are transferred.  No data backhaul necessary. 

Elastic Security
Central Instance

Distributed 
instance 
(on-prem)

Distributed 
instance

Distributed 
instance



Effic
ient query results

sent to
 centra

l in
stance 

● Rules and analytics are performed at central instance
● Single set of rule sets, exceptions, transforms
● Leverages ECS normalization
● Central ML models learn from context of distributed instances
● Only query results returned - small fraction of data compared 

to backhauling everything

Key

      Elastic Stack

     Elastic Security

      Elastic Cloud

       Elasticsearch

       Kibana

Cross-Cluster Search - Holistic View w/o Data Backhaul

Federated queries fro
m 

central instance

Elastic Security
Central Instance

Distributed 
instance 
(on-prem)

Distributed 
instance

Distributed 
instance



Threat detection rules run in one central location
● Detection Engineers have only ONE set of rules 

to manage and update - SIMPLE
● Analysts have one workspace in which to 

investigate Alerts - FAST

Easy to configure. Kibana 
has native support for 
distributed indices. 

Key

      Elastic Stack

     Elastic Security

      Elastic Cloud

       Elasticsearch

       Kibana

Cross-Cluster Search - Simple Detection Management

Elastic Security
Central Instance

Distributed 
instance 
(on-prem)

Distributed 
instance

Distributed 
instance



Section 2

Improve efficacy of detection while 
minimizing alert fatigue



Indicators, intelligence
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case

Create exception
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Timeline templates
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EQL event 
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ML,
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Thresholds,
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Detection 
alerts
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Rule exceptions

External 
systems

Key

System
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Elastic approach to detection engineering
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools

● Write logic independent from the data source

● Detect true positives while avoiding false positives 

● Improve Elasticsearch performance when possible

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
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Detect behaviors more than custom tools
PHILOSOPHY.md

● Emphasize technique, not indicators
○ Forces you to write generic detections

○ Avoids the risk of overfitting 

○ Similar philosophy to MITRE ATT&CK®

● Make exceptions where it makes sense

○ When a high-fidelity behavioral detection is nontrivial
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf


Detect behaviors more than custom tools
PHILOSOPHY.md

✖ Indicator ✔ Behavior

process.name:mimikatz.exe or

process.command_line:*sekurlsa*

event.module:sysmon and

event.code:10 and

winlog.event_data.TargetImage:

  lsass.exe

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Write logic independent from the data source
PHILOSOPHY.md

● Shaped by our collective real-world experience

● Focus on behaviors more than custom tools

● Write logic independent from the data source

● Detect true positives while avoiding false positives 

● Improve Elasticsearch performance when possible

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Write logic independent of data sources
PHILOSOPHY.md

● Accommodate various data sources

● Use Elastic Common Schema (ECS)

○ Use fields and categorization in ECS

● Make rules plug-and-play

○ Requires data source to map correctly to ECS

○ Less logic to maintain

https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md


Using Elastic Common Schema (ECS
https://github.com/elastic/ecs

● Defines a common set of field names and types

● Enumerates categorization fields and values to bin 
similar events together

● Designed to be extensible and grow with our needs

● ECS is adopted throughout the Elastic Stack

https://github.com/elastic/ecs


Elastic Common Schema

• Reduce blind spots during analysis

• Makes it easier to remember 
commonly used field names

Normalization is hard — but worth it

username account.id

src_account userid

user.name



Elastic Common Schema
ECS  Common set of categories for inclusion in visualizations and analysis

process start



Elastic Common Schema

• Re-use analysis content across 
multiple data sources ♻

• Leverage content in any 
environment, without 
modification
‒ Elastic
‒ Partners
‒ Community

ECS

Visualizations

Alerts
Reports Searches

ML jobs

Dashboards

Detection Rules



Elastic Prebuilt Detection Rules



Section 3

Improve efficiency of investigation and 
incident response



Investigation & collaboration



Analyst-driven correlation with EQL queries
Drive ad hoc investigations by exploring the relationships between your data points

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

What and Why it matters

Perform comprehensive analysis with 
cross-index correlation

Analyze with the power of sequencing, 
mathematical functions and other methods

Align with organizational workflows (use from 
Timeline; copy-and-paste into custom 
detection rules)

Syntax validation simplifies adoption

Standard/Basic | GA 



New and deeper ServiceNow integrations
Align analysts with organizational processes, defined by existing IR/SOAR platform

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

What and Why it matters

Easily forward key detection observables from 
Elastic Security to ServiceNow SecOps

Fits into existing workflows via Elastic Security 
case management

Simple to configure

Platinum   | GA



Network and host details side panel
Maintain Analyst Velocity to Reduce MTTR

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

Host details available in Timeline

With one click, access key context while 
keeping focus on investigation

Easy pivot to full details for host or IP

Same familiar flyout used for Alert details 

Standard/Basic | GA 



Network and host details side panel
Maintain Analyst Velocity to Reduce MTTR

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

Network details available in Timeline

Analysts get 1-click context about host or IP 
address while keeping focus on investigation

Easy pivot to full details for host or IP

Same familiar flyout used for Alert details 

Standard/Basic | GA 



Analyst-friendly rendering for Endpoint events
Close Up

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

Arm every analyst - maintain analyst velocity

All get the built-in, analyst friendly, 
easy-to-read, story-like presentation in 
timeline investigation experience

Standard/Basic | GA



Analyst-friendly rendering for Endpoint events
Close-up

Why this matters

Xxxxx

Xxxxx

Xxxxx

Xxxxx

Arm every analyst - maintain analyst velocity

All get the built-in, analyst friendly, 
easy-to-read, story-like presentation in 
timeline investigation experience

Standard/Basic | GA



Section 4

Gain control of your security data with 
data tiers





Control your data with Elastic data tiers

Note: Frozen tier is in Technical Preview



42

Try free on Cloud: 
ela.st/siem

Take a quick spin:
demo.elastic.co

Connect on Slack: 
ela.st/slack

Join the Elastic Security community

https://ela.st/slack


Questions


