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Housekeeping & Logistics

e Attendees are automatically muted upon joining webinar
e Q+A will be at the end of the webinar
e Ask questions for us in the Zoom chat during the webinar

o Adjust Zoom chat settings to: “All panelists and attendees”

All panelists

v All panelists and attendees

o More questions? Try https://discuss.elastic.co/c/security

e Recording will be available after the webinar and emailed to all registrants
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https://discuss.elastic.co/c/security
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Elastic is a search company.



Elastic is a search company.
Security is a data problem.



Three solutions powered by one stack
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Enterprise Search Observability Security

3 solutions

Powered by
the Elastic Stack

Deployed
anywhere

Beats
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Elastic Cloud Elastic Cloud Elastic Cloud
Enterprise on Kubernetes
CEER) Orchestration




.1 Elastic Security

e
Collect Detect, Analyze, Investigate Respond
Data Sources Response
P/l/Saas Elastic Agent
User
Network Activity
Endpoint SOAR
Normalization
Server SIRP
Wire & Flow Data
Code Repository ITSM
Connected Devices
& Physical Security Custom
Collection and
Prevention Reporting
Elastic Agent Built on Fast, Scalable Search Lens + Canvas

The Foundation of Modern Security, Observability, and more

. , . i . q .
Designed for tomorrow’s environments: bring your search to the data ... elastic



Elastic Agent

Scale and manage Agents from a simple Ul of MITRE

techniques require
endpoint visibility

One-click collection and preparation:

Signatureless malware prevention provided free;
behavioral ransomware stops tomorrow’s attacks



https://www.elastic.co/integrations

Section 1

Avoid the impossible task of choosing
which data sources to ingest



Log event document details. X
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Add your data

Aerospike metrics

Fetch internal metrics from
the Aerospike server.

Auditbeat

Collect audit data from your
hosts.

ER)

Cloudwatch Logs

Collect Cloudwatch logs with
Functionbeat

&y CoreDNS metrics

/  Apachelogs

Collect and parse access and
error logs created by the
Apache HTTP server.

aws  AWS metrics

Fetch monitoring metrics for
EC2 instances from the AWS
APIs and Cloudwatch.

® CockroachDB metrics

Fetch monitoring metrics from
the CockroachDB server.

® Couchbase metrics

Eonsul

CouchDB

Apache metrics

Fetch internal metrics from
the Apache 2 HTTP server.

Ceph metrics

Fetch internal metrics from
the Ceph server.

Consul metrics

Fetch monitoring metrics from
the Consul server.

CouchDB metrics

S —

¥ APM

Collect in-depth performance
metrics and errors from inside
your applications.

Cisco

Collect and parse logs received
from Cisco ASA firewalls.

&y CoreDNSlogs

Collect the logs created by
Coredns.

é@» Docker metrics



Bring your Search to the Data with Cross-Cluster Search

Central Instance has full Security Analytics Works with on-prem
capabilities on all relevant data, central or and across cloud

remote. Detection rules, machine learning, regions and providers. ’
1 Elastic Security alert triage, investigations, and hunts can —
[ § = ’ 1 Distributed @
<@ ‘ Central Instance be centralized. ‘ St e

Google Cloud
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Stack versions.

Key Distributed :‘:’er(‘set‘:?)for

_— . Distributed instance

= Elastic Stack '1 instance IA Azure upgrades.
(on-prem)

‘1 Elastic Security _
@  Elastic Cloud
L 4

I Elasticsearch

Each remote site has full SIEM
I Kibana

capabilities on all locally collected
data, in-cloud and hybrid.



Cross-Cluster Search - Holistic View w/o Data Backhaul

Rules and analytics are performed at central instance
Single set of rule sets, exceptions, transforms
Leverages ECS normalization

Central ML models learn from context of distributed instances
Only query results returned - small fraction of data compared
to backhauling everything

1 Elastic Security
‘ Central Instance

1 Distributed @»
‘ instance a
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Distributed

Ke a

_— . Distributed instance

mmmm  Elastic Stack .

] e " instance A\ Azure
(on-prem)

‘1 Elastic Security _

@  Elastic Cloud
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I Elasticsearch
I Kibana



Cross-Cluster Search - Simple Detection Management

;

Central Instance e Detection Engineers have only ONE set of rules
to manage and update - SIMPLE

_ e Analysts have one workspace in which to

investigate Alerts - FAST
N

Easy to configure. Kibana
has native support for
distributed indices.

Distributed @»

" instance a

‘1 Elastic Security Threat detection rules run in one central location

Key Distributed
e instance

mmmm Elastic Stack

T

/A Azure

Distributed
‘ instance

(on-prem)

‘1 Elastic Security

@  Elastic Cloud
@

I Elasticsearch
I Kibana



Section 2

Improve efficacy of detection while
minimizing alert fatigue
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Enroll and
manage fleet

Manage endpoint

security policy

- System

User process
Backend process
Data store
External action

Decision

Cloud lookup

Hosts running
Endpoint
Security for
Elastic Agent

Servers and
other hosts

Cloud
infrastructure
and apps
Threat Intel

Network
monitoring

Firewalls and
IDS/IPS

Web proxies
APM

More data

. sources...

Elastic Common
Schema (ECS)

Create exception

Endpoint exceptions

Elastic Security operational workflows

<
<
»
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Rule exceptions

Timeline templates

@

Value lists Detection rules

Alerting workflows \
Events, external alerts | Detection )
engine Detection
7 Indicators, intelligence' r alerts
OAnomaIies External
0 notifications

an::lnl;'z,\ ly EQL event LESeLr;e Indicator Thresholds,
correlation . h aggregations
detections ! queries matc ggregati

S T l

O

Timelines

. Escalate
rd

Investigate in ’

Timeline /

Analyzer @

‘ Create

case

Visualize and

hunt by host

or network External
systems

Threat hunting workflows

&



Timeline templates

Value lists Detection rules

Alerting workflows
Detection .
engine Detection

Indicators, intelligence alerts

Anomalies External
notifications

Timelines

Investigate in
Timeline /
Analyzer




Elastic approach to detection engineering
PHILOSOPHY.md

e Shaped by our collective real-world experience

e Focus on behaviors more than custom tools

e Write logic independent from the data source

e Detect true positives while avoiding false positives

e Improve Elasticsearch performance when possible

e .
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https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md

Detect behaviors more than custom tools
PHILOSOPHY.md

e Focus on behaviors more than custom tools
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https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md

Detect behaviors more than custom tools
PHILOSOPHY.md

e Emphasize technique, not indicators
o Forces you to write generic detections
o Avoids the risk of overfitting
o Similar philosophy to MITRE ATT&CK®

e Make exceptions where it makes sense

o When a high-fidelity behavioral detection is nontrivial

. : . %@ elastic
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf


https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md
https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

Detect behaviors more than custom tools
PHILOSOPHY.md

event.module:sysmon and

process.name:mimikatz.exe or

process.command_line:*sekurlsa* event.code:10 and
winlog.event_data.TargetImage:

lsass.exe

e .
% elastic


https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md

Write logic independent from the data source
PHILOSOPHY.md

e Write logic independent from the data source

e .
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https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md

Write logic independent of data sources
PHILOSOPHY.md

e Accommodate various data sources
e Use Elastic Common Schema (ECS)

o Use fields and categorization in ECS
e Make rules plug-and-play

o Requires data source to map correctly to ECS

o Less logic to maintain

e .
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https://github.com/elastic/detection-rules/blob/main/PHILOSOPHY.md

Using Elastic Common Schema (ECS)
https://github.com/elastic/ecs
e Defines a common set of field names and types

e Enumerates categorization fields and values to bin
similar events together

e Designed to be extensible and grow with our needs

e ECS is adopted throughout the Elastic Stack

e .
% elastic


https://github.com/elastic/ecs

Elastic Common Schema
Normalization is hard — but worth it

e Reduce blind spots during analysis

« Makes it easier to remember
commonly used field names

user.name

e .
% elastic



Elastic Common Schema
ECS - Common set of categories for inclusion in visualizations and analysis

event.module

event.dataset agent.type observer event.kind event.category event.outcome

event.type

suricata.eve filebeat

suricata success

process

% elastic



Elastic Common Schema

e Re-use analysis content across

. Visualizations
multiple data sources @

Reports
Alerts

Searches
ML jobs

Dashboards

e Leverage contentin any
environment, without
modification
— Elastic
— Partners
— Community

Detection Rules

e .
% elastic



Elastic Prebuilt Detection Rules

i1l Bar vertical stacked o 8= T el

180 © Identity and Access

@ Continuous Monitoring
% ML

% Host

@ Threat Detection

% |Elastic

Count of records

query eql machine_learning threshold
Prebuilt Detection Rule Types

% elastic



Section 3

Improve efficiency of investigation and
incident response






Analyst-driven correlation with EQL queries

Drive ad hoc investigations by exploring the relationships between your data points

What and Why it matters

Perform comprehensive analysis with
cross-index correlation

Analyze with the power of sequencing,
mathematical functions and other methods

Align with organizational workflows (use from
Timeline; copy-and-paste into custom
detection rules)

Syntax validation simplifies adoption

Standard/Basic | GA

Query 1

B v

EQL query

sequence by host.name

QO Q@ Q@ Q&

Correlation = 200

Notes Pinned

Mar 25, 2021 @ 15:26:39.099 - Mar 25, 2021 @ 15:35:39.099

[process where event.type in ("start", "process_started") and process.parent.name : ("powerpnt.exe", "winword.exe")]

[process where event.type in ("start

Bl
L

INOONENNINNONYY

EINSEIN SN NN

@timestamp
Mar 25, 2021 @ 15:34:21.563
Mar 25, 2021 @ 15:34:21.564
Mar 25, 2021 @ 15:34:23.481
Mar 25, 2021 @ 15:34:23.484
Mar 25, 2021 @ 15:34:24.621

Mar 25, 2021 @ 15:34:24.624

message

Process Create: RuleName: ...

Process Create: RuleName: ...

Process Create: RuleName: ...

Process Create: RuleName: ...

Process Create: RuleName: ...

Process Create: RuleName: ...

", "process_started") and process.name : "wscript.exe"]

event.category

process

process

process

process

process

process

event.action
Process Create (rule: Proc...
Process Create (rule: Proc...
Process Create (rule: Proc...
Process Create (rule: Proc...
Process Create (rule: Proc...

Process Create (rule: Proc...

" .
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New and deeper ServiceNow integrations

Align analysts with organizational processes, defined by existing IR/SOAR platform

What and Why it matters @ elastic & °© & @
= @ Security = Cases
. . |.| Overview Detections Hosts Network Timelines Cases Administration @ Add data
Easily forward key detection observables from
Elastic Security to ServiceNow SecOps 50 Extaral Conrescoe Fekts
Fits into existing workflows via Elastic Security - SNSR . @ Destnztin’? Source P
Malware URL Malware Hash

case management

o q 2 - High v
Slmple to Conflgure Category Subcategory

Phishing v Spear phishing v

X Cancel [NONCEEICEEES

@ e Investigation

" .
@? elastic

Platinum Jieg



Network and host details side panel

Maintain Analyst Velocity to Reduce MTTR

Host details available in Timeline

With one click, access key context while
keeping focus on investigation

Easy pivot to full details for host or IP

Same familiar flyout used for Alert details

Standard/Basic | GA

@ o Host Details Flyout

Host Det

Security  Detections

Flyout 2 unsaved

Use this template to investigate ECS Validation Rules. ¢

Query (&7

(o

Correlation

(| agentaype: "fiebeat” x | a0

Notes 1

Pinned

Mar 29, 2021 @ 19:48:31.376 > Mar 29, 2021 @ 19:54:31.375

) +Add field

wo Fiter v v Search

agent.version: "712.

a0 | event.module: “system” x | a0

0

stem.sysiog” x

R x
Processes Users Hosts SourcelPs  Destination IPs
% Add to favorites | | Aftach tocase
0 1 [ 0
||| Hostdetails: Mikes-MBP s
- = l View details page
HostiD

A3385685-DEAG-56C6-0D22-386ACADDFAB3

Firstsoen
Mar 12, 2021 @ 00:00:02.000

Lastseen
®  +Addfiter in 6 minutes
=80 ¢ @timestamp 1 message host.name agent.type Miscanomaly scor by ok
>0 0 0[] Mar 29, 2021 @ 19:54:31.375  Service exited due to SIGKILL | sent by . flebeat 7120
ER-Sr Mar 29,2021 @ 19:54:31.375  Service exited due to SIGKILL | sent by md... | Mikes-MEP flebeat 7120 1P addresses
192168187, +7 More
5O 2 D Mar 29, 2021@ 19:54:31.375  Service exited with abnormal code: 255 Mikes-MBP flebeat 7120
> © O B [Jess  Mar29,2021@19:54:31375  Service exited due to SIGKILL | sent by md... | Mikes-MBP febeat 7120 MACadessay
06:b3:01:d4:53:dd , +4 More
>0 0 R Qo Mar 29,2021 @ 19:54:31.375  Service exited due to SIGKILL | sent by md... | Mikes-MEP flebeat 7120
Platform
5O O 0[O Mar 29, 2021@ 19:54:31.375  Service exited due to SIGKILL | sent by md...  Mikes-MBP flebeat 7120 i
>0 0 R [0 Mar 29, 2021 @ 19:54:31.375  Service exited with abnormal code: 255 Mikes-MBP flebeat 7120
Operating system
YO0 RO Mar 29,2021 @ 19:54:31.375  Service exited due to SIGKILL | sent by md... | Mikes-MBP filebeat 7120 Mac 0S X
> O P R [ Mar 29, 2021 @ 18:54:31.375  Service exited due to SIGKILL | sent by md...  Mikes-MEP flebeat 7120 Famby
50 QT e Mar 29, 2021@ 19:54:31.375  Service exited with abnormal code: 255 Mikes-MBP flebeat 7120 Sl
Version
10457
25 v of 57 events 1235 ©® Updated 2 minutes ago
Adcliect

'ﬂ .
@? elastic




Network and host details side panel
Maintain Analyst Velocity to Reduce MTTR

Network details available in Timeline

= B secuity Hosts Mikes-MBP ~Authentications

@ e Network Details Flyout B x
i Unsaved Processes  Users  Hosts  SourcelPs  Destination IPs

Network Details Flyout & % Add to favorites ‘ Attach to case v

Use this template to investigate ECS Validation Rules. & o [ 1 0 0

Analysts get 1-click context about host or IP T carie i Bl
o retresh | T Network details: 192.168.1.87 X
address while keeping focus on investigation A =y - ‘ e

(| agentiype: filebeat' x | ano  agentversion:*712.0" X | Ao | eventmodule: system" x AN event.dataset: "system.sysiog" X
/ Location
or )+ Add field

Autonomous system

Easy pivot to full details for host or IP

mo Fiter v @ v Search e

Max anomaly score by job

©  +Addfiter

Same familiar flyout used for Alert details "800 emmd =

Mar 27, 2021 @ 08:23:21.866

Lastsatn
2600:6c64:7880:3037:ecd. in 7 minutes

> © 0 B [lee  IMar29,2021@19:5631375  |26006c667680:3037767.. Service exted due o SIGKIL | sontby ... {Mikes-MEP fiebeat
fes0:acheccitebectea Hosto

f900acheioftimhEton A3385685-DEAG-56C6-9D22-386ACADDFAB3
1080:9786:1902:a44b:73dd

1e80:1720:3dBc:aeec:cAfd

Host name
1e80:30:0529:411db3c7 Mikes-MBP
192168187
2600:6¢64:7880:3037:10. Whols
2600:5064:7880:3037:ecd. iana.org

> © © R [lees  Mar29,2021@19:5431375 2600:6c647860:3037797... Service exited due to SIGKILL | sent by md.. *Mikes-M&P flebeat
feB0zacbecceftfebcrctba Reputation

fe80:acbe:ccfffeb:ctba

virustotal.com @ ,
1280:9706:19d2:244b:73dd

talosintelligence.com &

25 v of 57 events 123 @ Updated 5 minutes ag

< .
Standard/Basic | GA %* elastic



Analyst-friendly rendering for Endpoint events
Close Up

Arm every analyst - maintain analyst velocity

All get the built-in, analyst friendly,
easy-to-read, story-like presentation in
timeline investigation experience

nnnnnnnnnnnnnnnnnnnn
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< .
Standard/Basic | GA %* elastic



Analyst-friendly rendering for Endpoint events

Close-up

Rule Versi... Method Severity Risk Score event.module event.action event.category host.name user.name source.ip destination.ip
malware
Malware Detection Alert 3 query critical 99 endpoint execution intrusion_detection james-honeypot-windows-dirty james_spiteri o —
process
I 2 james_spiteri |\ JAMES-HONEYPOT- @ james-honeypot-windows-dirty = was detected executing a malicious process I" Client-0.exe (87700) C:\Users\james_spiteri\Downloads\Client-O.exe  via parent process . explorer.exe (3892) withresult | success
# 035 01bbeb8a7fc139190a80dd%e7768
malware
Malware Detection Alert 3 query critica 98 endpoint creation intrusion_detection james-honeypot-windows-dirty james_spiteri - -
file
IEYPOT- @I james-honeypot-windows-dirty ~ was detected creating a malicious file  [2 exe in [ C:L it _spiteril exe I/ia > powershell.exe (9308) c: 3. i Shell\vl.0\powershell.exe via parent process  explorer.exe (3892) with result  success
¥ 9. 1bbeb827fc139190a%0dd%e7768
malware
Ransomware Prevention Alert 3 query high 73 endpoint files-encrypted \‘;\r:leqo:_de:e:uon james-honeypot-windows-dirty james_spiteri — —_
file B
£ james_spiteri | JAMES-HONEYPOT- @ iames-honeypot-windows-dir(yI ransomware was prevented from encrypting files via @ >_ Client-0.exe (30656) I C:\Users\james_spiteri\Downloads\Client-O.exe  via parent process = explorer.exe (3892) withresult ! success
¥ 035 9. 1bbeb8a7fc139190a%0dd9e7768
12 3 )

g .
Standard/Basic | GA %* elastic



Section 4

Gain control of your security data with
data tiers
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Control your data with Elastic data tiers

$$$ $ $/2 $/20

milliseconds - seconds seconds - 10’s seconds seconds - 10’s seconds 10’s seconds - minutes

Note: Frozen tier is in Technical Preview



Join the Elastic Security community

O 8

Take a quick spin: Try free on Cloud: Connect on Slack:
demo.elastic.co ela.st/siem ela.st/slack
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https://ela.st/slack
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Questions




