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Housekeeping & Logistics

e Attendees are automatically muted when joining Zoom webinar
e Q+A will be at the end of the webinar
e Ask questions for us in the Zoom chat during the webinar

o Adjust Zoom chat settings to: “All panelists and attendees”

To: )
All panelists

You ; 3
v All panelists and attendees

o More questions? Try https://discuss.elastic.co/c/security

e Recording will be available after the webinar and emailed to all registrants
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https://discuss.elastic.co/c/security

Webinar Abstract

e Protecting data and networks against cyber attacks is
challenging. Many security teams have been using Elastic
\ Security for SIEM use cases to collect and analyze endpoint
'\‘ 2 . data, add enterprise context, and hunt for and detect threat
Mike Paquette SIBIY : . :
Director of Product, Elastic SIEM e With the 7.9 release, Elastic Security now provides free,
integrated endpoint security through the introduction of

i signatureless malware prevention and kernel-level data
collection on the new Elastic Agent.
e Highlights:
a. New free and open anti-malware capability for Windows
and macOS

Interactive process tree visualization
Enhanced capabilities and workflows for automated
threat detection

d. Expanded set of prebuilt detection rules

Braden Preston

Director of Product,
Elastic Endpoint Security




Elastic Security 7.9 - Operational Workflows
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What's new in Elastic Security 7.9 .




Highlights of Elastic Security 7.9

‘ Elastic agent for data collection and endpoint protection

‘ Deep visibility and malware prevention across your
environment

‘ Prebuilt protections and expanded detection methods

‘ Streamlined analyst workflows
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Elastic Agent



Making it EASY to set up

Faster time to Easier

insight

Simpler setup management

A single, unified Elastic 1-click integrations for Centrally manage all your
Agent popular services agents at scale

'i/ ). .
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Simple instrumentation



Elastic Agent

One agent to rule them all!

BEFORE NOW
ON EVERY HOST: ON EVERY HOST:
« Filebeat for logs « Elastic Agent for logs,
e Metricbeat for metrics metrics, and security.
e APM agents for app traces Uptime, windows data
e Heartbeat for uptime and traces coming
o Endpoint for security soon.

e Winlogbeat - windows data
5:_1_3 One thing to install,
7 configure and scale.
= o g
2N L
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Web Ul to edit agent policies

Collecting data is now as easy as

BEFORE NOW

R e o ebeat . reference.yml sample

# configuration f:

« Collect logs from Nginx instances

# Each - is an input. Most

# you can use different inputs

— ( Collect metrics from Nginx instances

# Paths that should be crawled an

. Glob based paths.

paths:
- /var/log/*.log
programdata

asticsearch\logs\®

of regular expressi nes that are

n from the

lines that are

of regular expry

regular exp n from th




Now using APl keys

Minimal permissions, better control

BEFORE NOW

 Beats have « APl keys for Fleet and
username/password Elasticsearch

o Password saved in  Fleet saves keys
YAML config automatically

o Default user has e Minimal permissions
superuser permissions on each Agent

e One or few passwords e One key per Agent
for all Beats makes it easy to

revoke

% elastic



Fast time to insight
and action



Integrate popular
services in 1-click

e 1 click adds out of the box
parsing and dashboards,
deploys to agents

e ~40 integrations today with
many more coming soon

EXPERIMENTAL
Apache

Apache Integration

EXPERIMENTAL

®

Blue Coat Director

Blue Coat Director Integration

EXPERIMENTAL

btackseny.

CylanceProtect

CylanceProtect Integration

EXPERIMENTAL

HAProxy

HAProxy Integration

EXPERIMENTAL

AWS

AWS Integration

EXPERIMENTAL

alialn
cisco

Cisco

Cisco Integration

BETA
Ll

Elastic Endpoint Security

Protect your hosts with threat
prevention, detection, and deep
security data visibility.
EXPERIMENTAL
IIS

IS

IIS Integration

EXPERIMENTAL

V4

Barracuda

Barracuda Web
Application Firewall

Barracuda Web Application Firewall
Integration

EXPERIMENTAL
citrix:

Citrix XenApp

Citrix XenApp Integration

EXPERIMENTAL

®

Big-IP Access Policy
Manager

Big-IP Access Policy Manager
Integration

EXPERIMENTAL

uz

Imperva SecureSphere

Imperva SecureSphere Integration



Protect hosts from
security threats

« While you observe, why not
protect?

« Automated response to
security threats on hosts,
like malware

« Deploy to Elastic Agent with
1 click

< Back to endpoint hosts
Endpoints

test ‘

Protections
Type Operating System
Malware Windows, Mac

Protection Level

Detect © prevent

Offline Error
o0 e 0

@ ) Malware Protections Enabled

View related detection rules. Prebuilt rules are tagged “Elastic” on the Detection Rules page.

Settings
Type Operating System
Event Collection Windows
Events

DLL and Driver Load
DNS

File

Network

Process

Registry

Security

Type Operating System
Event Collection Mac

7 | 7 event collections enabled

3/ 3 event collections enabled



Parse fields in
custom logs

« Out of the box pipelines
included in integrations

« New Ul for building
pipelines makes it easier

« Powerful processors like
grok, split and more

Create pipeline

Name

A unique identifier for this pipeline.

X Add version number

Description

A description of what this pipeline does.

Processors b Import

The processors used to pre-process documents before indexing. Learn more.

T

Grok No description

Remove No description

Rename No description

Date No description

Failure handlers

¢

e Append No description

@ Add a processor

Date No description

Failure handlers

¢

e Append No description

@ Add a processor

Remove No description

@ Create pipeline docs

Name

logs-system.syslog-0.5.3-copy

Description (optional)

Pipeline for parsing Syslog messages.

© Add documents



Easy management



Centrally manage
agents with Fleet

* Quick visibility to the status
of your fleet

« Update agent policies and
binaries remotely

« Manage agents at scale
« API for full automation

= [|N8
= & 08

Overview

Fleet

Fleet Agents

Configurations

Fleet

Datasets

Manage and deploy configuration updates to a group of agents of

any size.

Agents Enrolliment tokens

Q Search

Host
d123dd0cb620
2783bff6382d
fff2a9d1défa
96ccdc4adffo
a44a1243b6af
74e5aa219b59
13dd83dbe5ab
9fcaf6e0351b
535e9b8994ed
88dc4f03ad8c
9f757fa10929
1f9981686e6¢
server-15
server-14

server-13

Status

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

Agent config

Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config
Default config

Default config

rev.4

rev.4

rev.4

rev.4

rev.4

@&P.

7 Send Feedback (83 Settings

Agents O Online  Offline  Error ® Add agent
55 29 23 0

Status » Agentconfig 1 ~ Show inactive

Version Last activity Actions
7.9.0 7 seconds ago
7.9.0 7 seconds ago
7.9.0 7 seconds ago
7.9.0 7 seconds ago
7.9.0 7 seconds ago oo
7.9.0 7 seconds ago oo
7.9.0 7 seconds ago oo
7.9.0 7 seconds ago oo
7.9.0 7 seconds ago
7.9.0 7 seconds ago
79.0 7 seconds ago
7.9.0 7 seconds ago
7.9.0 7 seconds ago
7.9.0 7 seconds ago

7.9.0 7 seconds ago



Mass updates in
1 click

Save and deploy changes
« Just 1 click updates the
p0||cy adCross a” agents ® This action will update 56 agents

. Fleet has detected that the selected agent policy, Default policy, is already in use by some of your
° N O m O I"e h ea d a C h eS W|th agents. As a result of this action, Fleet will deploy updates to all agents that use this policy.
Powershell, Chef, Ansible,

etc. This action can not be undone. Are you sure you wish to continue?

Cancel Save and deploy changes



Drill down to see
agent details

- View the state and logs
from each Elastic Agent
right in Kibana

« Offers deep visibility to
debug problems quickly

= | & . Ingest Manager | Fleet

Overview Integrations Policies

< View all agents

jason-VB-Development

Activity log Agent details

Q

Timestamp

Aug 28, 2020, 8:02:33 PM
Aug 28, 2020, 8:02:23 PM
Aug 28, 2020, 8:02:23 PM
Aug 28, 2020, 7:55:53 PM
Aug 28, 2020, 7:52:53 PM
Aug 28, 2020, 7:52:33 PM
Aug 28, 2020, 7:52:33 PM
Aug 28, 2020, 7:52:14 PM
Aug 28, 2020, 7:52:14 PM
Aug 28, 2020, 7:52:14 PM
Aug 28, 2020, 7:52:14 PM
Aug 28, 2020, 7:52:11 PM
Aug 28, 2020, 7:52:11 PM
Aug 28, 2020, 7:52:10 PM
Aug 28, 2020, 7:52:10 PM
Aug 28, 2020, 7:52:09 PM

Aug 28, 2020, 7:52:08 PM

State

State

State

State

State

State

State

State

State

State

State

State

State

State

Agents

Fleet

jason-VB-Development

Data streams

Status
® Online

o = @

4 Send feedback 83 Settings

ROy, Actions v
Default policy

C Refresh ]

Subtype Message
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8c 1b-2814d822d82a]: State ... v
Acknowledged Action 'fc8af417-50c4-413¢-91¢6-09023d2523¢6’ of type ‘CONFIG_CHANGE' acknowledged. v
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State ... v
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State ... v
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fdebe22-ef03-41ce-8¢ 1b-2814d822d82a]: State ... v
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fdebe22-ef03-41ce-8c 1b-2814d822d82a): State ... v
Running Application: endpoint-security--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢c 1b-2814d822d82a): State ... v
Running Application: metricbeat--7.9.0-SNAPSHOT--366436313730356: -ef03-... Vv
Running Application: metricbeat--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State chang... v
Running Application: filebeat--7.9.0-SNAPSHOT--3664363 13730356! 3 3635[9fde6e22-ef03-41... v
Running Application: filebeat--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State changed t... v
Acknowledged Action 'a25f50f0-cac6-4a0a-b269-78e0d53840b2" of type "CONFIG_CHANGE' acknowledged. N
Starting Application: metricbeat--7.9.0-SNAPSHOT--3664363137303562373: -ef03-... v
Starting Application: filebeat--7.9.0-SNAPSHOT--3664363 13730356 -ef03-41... b
Starting Application: metricbeat--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State chang... o
Starting Application: filebeat--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State changed t... v
Starting Application: endpoint-security--7.9.0-SNAPSHOT [9fde6e22-ef03-41ce-8¢ 1b-2814d822d82a]: State ... v



= | . Ingest Manager = Data streams 6 o ‘

Overview Integrations Policies Fleet Data streams % Send feedback 8 Settings

Easy data
management Data streams

Manage the data created by your agents.

Q Dataset »» Type v Namespace v Integration C Reload
e B ette r VI S I b I I Ity to d a ta Dataset Type Namespace Integration Last activity Size Actions
u S a g e elastic.agent.filebeat logs default Aug 28, 2020 @ 20:19:05.485 2.8MB
. system.process metrics default A system Aug 28, 2020 @ 20:19:03.938 1.5MB
*More control over lifecycle die [ R G o
m a n a ge m e nt a n d system.process_summary metrics defauit @ system Aug 28, 2020 @ 20:19:03.761 196.8KB ooo
p e r m i S S i O n S system.socket_summary metrics default ® system Aug 28, 2020 @ 20:19:03.742 102.2KB oan
elastic.agent.metricbeat metrics default Aug 28, 2020 @ 20:19:03.704 237.8KB
system.diskio metrics default @ system Aug 28, 2020 @ 20:19:03.704 1,023.2KB asa
elastic.agent.filebeat metrics default Aug 28, 2020 @ 20:19:03.703 233.5KB
elastic.agent.endpoint-security metrics default Aug 28, 2020 @ 20:19:03.684 166.8KB aon
system.uptime metrics default ® system Aug 28, 2020 @ 20:19:03.663 69.9KB
system.cpu metrics default ® system Aug 28, 2020 @ 20:19:03.662 143.4KB oua
system.load metrics default @ system Aug 28, 2020 @ 20:19:03.662 67.2KB
system.memory metrics default @ system Aug 28, 2020 @ 20:19:03.662 122.4KB oon
system.network metrics default @ system Aug 28, 2020 @ 20:19:03.634 210.1KB
elastic.agent.metricbeat logs default Aug 28, 2020 @ 20:18:54.859 7.2MB oo
nginx.access logs default @ nginx Aug 28, 2020 @ 20:18:53.000 61.1KB
endpoint.events.network logs default & endpoint Aug 28, 2020 @ 20:18:23.803 434.6KB coo



Deep data visibility



Data Visibility

e MITRE ATT&CK™
provides the data
sources required to
detect 250+ adversary
techniques

e There are 50+ unique
data sources

e Examples include,
“Process Monitoring”,
“DNS Records”,
“Authentication Logs”,
and more!

MITRE | ATT&CK

Matrices Tactics ~ Techniques ¥ Mitigations ~ Groups Software

Contribute Search Q

Resources ¥ Blog @

ATT&CK sub-techniques have now been released! Take a tour, read the blog post or release notes, or see the previous version of the site.

TECHNIQUES
PRE-ATT&CK
Enterprise

Initial Access
Execution

Command and Scripting
Interpreter

PowerShell

AppleScript

Windows Command Shell

Unix Shell

Visual Basic
Python
JavaScript/JScript

Home > Techniques > Enterprise > Command and Scripting Interpreter

Command and Scripting Interpreter

Sub-techniques (7) v

Adversaries may abuse command and script interpreters to execute
commands, scripts, or binaries. These interfaces and languages provide
ways of interacting with computer systems and are a common feature
across many different platforms. Most systems come with some built-in
command-line interface and scripting capabilities, for example, macOS and
Linux distributions include some flavor of Unix Shell while Windows
installations include the Windows Command Shell and PowerShell.

There are also cross-platform interpreters such as Python, as well as those
commonly associated with client applications such as JavaScript/JScript

and Visual Basic.

Adversaries may abuse these technologies in various ways as a means of

ID: T1059

Sub-techniques:
T1059.001, T1059.002,
T1059.003, T1059.004,
T1059.005, T1059.006,
T1059.007

Tactic: Execution

Platforms: Linux, Windows,
mac0S

Permissions Required: User

Data Sources: PowerShell
logs, Process command-line
parameters, Process
monitoring_, Windows event

@? elastic



Data integrations

e Microsoft Defender ATP

e Windows PowerShell

e G Suite: login events, admin ‘ '

activity, Drive, and more

G Suite
MBLEO

e Sophos XG Firewalls, via a Windows Defender
community contribution

ﬂ PowerShell SOPHOS




Plus over 40 more
integrations

Support for 15+ common

network and application ee .
o (M nerscour imperva

. . ®
security technologies et s radware

Otenable  Infobloxsx  CITRIX



Free malware prevention



Elastic Endpoint Security

Free and Open Endpoint Security
Available to all Basic+ customers

Centrally Managed through
Agent/Fleet

Install one agent and get access to over
20 integrations including Elastic Endpoint
Security

mi
2

Integrations

Browse Integrations for popular apps and services. | §
Al Instaked T i
Browse by category QU Search for integrations
All 5] 8ETA BETA oETA
Security 1 wics '.' %
Cisco Elastic Endpoint Security Kafka
Cisco Integration Protect your hosts with threat Kafka intogration

prevention, detection, and deep
sacurity data visitility,

i i i
Elastic Endpoint Security == ono
Elastic Endpoint Security Integration Collapse
This integration sets up templates and index patterns required for Elastic Endpoint Security.

Overview
Compatibility

Settings

For compatibiity information view our documentation.

Logs
The log type of ace stored in the 1 « indices. The foliowing sections
define the mapped flekds sent by the endpoint

ek Ouscripmon Trse

Datetime when the event

crignated. Tris i the date/teme

extracted from the event,

typicaly representing when the

event was generated by the
@emestamp source. If the event source has o date

original timestame, this vakue s

typicaly popuated by the first

Time tha event was received by

the pipelne. Required flekd for st

events

The pokcy fiekds are used to hold
Enapont pote, obect
4 NOMmation sboul gTied POkCy.

Information about the poscy that

Endpont pokcy.appied Rsogied coject
Endpont polcy apsed 9 the i of the spsiied polcy kayword
Endpoint polcy appled name the name of ths appled policy  keyword
Endpont polcy appled status  the status of the appled poicy  keyword

£ndpont polcy.applecversion e version of this appied polcy  Keyword




= ¢ B ¢ Integraten Add integration ¢C 2 @
Overview Integrations  Configurations Fleet Datasets 7 Send Feodback Settings
# Add Elastic Endpoint Security integration
Protect your Hosts in 2 .
. @ select an agent configuration
Clicks . .
° Configure integration = @+ [B  ingestManager | Fleet =Agents e o @
Really Easy to Get Started - eniew imeasiens (- Add agent )

Once agent is installed and running, e et N
e n d p O i nt p rote Cti O n i S j u St 2 Cl i C ks aWay. Whether you need one agent or thousands, Fleet makes it easy to centrally manage and

Advanced option Manage and deploy configurati ~ deploy updates to your agents. Follow the instructions below to download and enroll an
agents of any size. Elastic Agent with Fleet.

We'k save your Integration with our recommended defaults, You can change this ister by &30 Agents  Enrollment tokens o Download the Flastic Agent
the Endpoint Security Integration within your agent configuration.

Prevention and Visibility Default
. Download the Elastic Agent on your host's machine. You can access the agent
O Ut Of th e b o X m a |Wa re p reve n tl O n a n d Q search binaries and their verifigc;a(ion s\gna(ures from the Elastic Agent dcwnlcadgpage.

kernel level data collection - ]

response-win-1 .
Sty « ° Choose an agent configuration
security-win-1 . 5 7 =
Agent configuration  Endpoint Security v
ingest-win-2 .
The selected agent configuration will collect data for 2 integrations:
mgmt-win-1 q J-System | @ Elastic Endpoint Security
data-viz-win-1 . 2
i > Authentication settings
ingest-win-1 .
mysstiilbet b | o Enroll and start the Elastic Agent
security-linux-2 .
From the agent's directory, run the appropriate commands to enroll and start an
security-linux-1 . Elastic Agent. You can reuse these commands to setup agents on more than one
machine.
ingest-linux-2 .
Windows

Rows per page: 20 \/

./elastic-agent enroll https://kibana.endpoint.elastic.dev VGdXHn8 )
./install-service-elastic-agent.ps1

Cancel Continue
Beta releas(



Events Stackby  event.dataset View events

Showing: 11,443,590 events

700,000 @ elastic.agent.metricbs
. . ol 800,000 ® endpoint.events.file
500,000
Deep Data Visibility A —
300.000 ® endpoint.events.netw
200,000 :
105260 elastic.agent
0 — @ endpoint.events.regis

Windows _ Host events = (vewrowe]  Network events ==
Events: Process, Network, File, DNS, DLL Showing: 371,928 everts Showing: 0 events
and Driver Loads, Registry, Security _

> Auditbeat 0 > Auditbeat 0
macos > Elastic Endpoint Security 3,771,928 we— > Filebeat 0

. Fil

Events: Process, Network, File o ° "' Event Collection

> Winlogbeat 0
Linux: Events
Events: Process, Network, File DLL and Driver Load

& DNS
M File
& Network
& Process
& Registry

M Security




= 4 [B secuity Detections 6 o |

Sto p l \tta C kS .1 Overview Detections Hosts Network Timelines Cases Administration ML job settings ~ @ Add data
B v Search KaL v Last24 hours Show dates

(© | eventdataset: endpointalerts X |+ Add filter

Detection alerts =m & Manage detection ules
Malware Prevention
Machine Learning Malware Prevention Trend
proven to be over 99% effective at
stopping malware* : b

I m
Auto Quara ntine
Malicious files are automatically removed S R
from user access to eliminate repeat
infection attempts

i} Stackby  signal.rule.name v =

Selected O alerts  Take action v (3 Select all 6 alerts Additional filters +/

@timestamp Rule host.name Versi... Method Severity Risk Score event.module eventaction ~ eventcategory  user

5 ooo | Jul 30, 2020 @ 23:04:43.633 Makware Prevention Alert bpreston-mba 1 query medium 73 endpoint unknown

Z e r o Syste m I m p a ct > O &% o [JuI30,2020 @ 18:43:41360 | Mahware Prevention Alert | crowenss-Mac.ocal 1 query medium 7 endpoint unknown
Scored “Fast” on pe rformance tests when 5 O g e [NI0,2020@ 183342490  [Maiare Provention et Emindy-mbp ) ) medim n — iR
protecting hosts*




Analyze Events

Identify the Origin and Extent of
an attack

Streamline alert triage, hunt,
investigation, and response

Equip analysts to spot potential
adversary behaviors and attack
progression

g 8 Selected O alerts  Take action v
@timestamp L

> O

>0

=ee | Jul 30,2020 @ 23:04:43633

see Jul 30, 2020 @ 18:43:41.360

Jul 30, 2020 @ 18:33:42.490

=es  Jul 30, 2020 @ 18:33:42.490

sse  Jul 30, 2020 @ 18:28:37.882

(3 Select all G alerts

Rule host.name
Malware Pravention Alert bpreston-mba
Maiware ion Alert c Mac.local
Malware Prevention Alert mindy-mbp

Malware Prevention Alert

Malware Prevention Alert

N T —

Showing: 80 events

<gackto overts (@

BETA

A3 Process Events
Process Name
@ systemd
© gom3
pem—
@ gdm-x-session
@ anome-zessi..

@ grome-shell

Timestamp.

07/31/2020, 04:12:19
£

07/31/2020, 04:12:24
m

07/31/2020, 04:12:38
™

07/31/2020, 04:12:43
L
07/3172020, 04:12:44
™

07/31/2020, 04:12:45
oM

crowens-mbp

mindy-mbp

ppes

2
\ RUNNING PROCESS
Uz

~o

P oo

i R

J

Versi... Method
1 query
1 query
1 Query
1 query
1 query

q'\ RUNNING PROCESS
UmEm
",

RUNNING PROCESS

:

TERMINATED PROCESS

R resspipe |

Upen 1 piogiess  viosed

Additional filters ~

Severity Risk Score event.module event
medium 73 | endpoint Junkn
medium 73 endpoint unkn
medium 73 endpoint unkn
medium 73 endpoint unkn
medium 73 endpoint unkn

RUNMING PROCESS
% »
bash ’\ 58




Eliminate False Positives

Exception workflow for all alerts

Apply exceptions all the way

down to the endpoint

Add Endpoint Exception

Malware Prevention Alert

file.Ext.code_signature.subjec... v
file.Ext.code_signature.trusted v
AND
file.path.text v is
file.hash.shal v is

Close this alert

<

Search field value...

false

v /Users/bpreston/Documents/Leia-master/modules/generate_mac._

v f10b043652da8c444e04aede3a9cedal0ef3028e

Close all alerts that match this exception, including alerts generated by other rules

Any file in quarantine on any endpoint that matches the attribute(s) selected will automatically be restored to its original location. This exception
will apply to any rule that is linked to the Global Endpoint Exception List.

Cancel Add Exception

= =

> 2% oo | Jul 30,2020 @ 23:04:43633

Close alert

e

>0
Mark in progress

v
o}
%

> O 2 Addexception

' Add Endpoint exception !

> O % o0 Jul 30,2020 @ 18:28:37.882

Malware Alert

Maiware Prevention Alert

crowenss-Mac.local

Malware Prevention Alert mindy-mbp
Malware Alert bp
Malware Alert dy-mbp

Query

query

query

Query

query

2

medium

medium

medium

medium

medium

v



View Hosts Running
Endpoint Security

ée | [B | security ' Administration

Overview Detections Hosts

Hosts  em

Hosts running Elastic Endpoint Security

7 Hosts
Hostname
security-linux-2
security-linux-1
security-win-2
security-win-1
mgmt-win-1
data-viz-win-1

response-win-1

Rows per page: 10 v/

Host Status.

® Online

® Online

® Online

® Online

® Online

® Online

® Online

Hosts

Network

Timelines

Integration

endpoint-1
endpoint-1
endpoint-1
endpoint-1
endpoint-1
endpoint-1

endpoint-1

Cases

Administration

Configuration Status
® Success
® Success
® Success
® Success
® Success
® Success

® Success

Operating System

Linux

Linux

Windows

Windows

Windows

Windows

Windows

IP Address

127.0.0.1,::1,10.201.0....
127.0.0.1,%1,10.201.0...
10.201.0.6, fe80::9c4f:...
10.201.0.10, fe80::81fb...
10.201.0.7, fe80:9160:...
10.201.0.16, fe80::693...

10.201.0.8, fe80::b587:...

Version

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

8.0.0-SNAPSHOT

e ®

@ Add data

Last Active

Jul 31,2020 @ 14:03:0...
Jul 31, 2020 @ 14:03:0...
Jul 31,2020 @ 13:56:1...
Jul 31,2020 @ 13:56:0...
Jul 31,2020 @ 13:55%5...
Jul 31,2020 @ 13:55%5...

Jul 31,2020 @ 13:55:5...




= & - Ingest Manager = Configurations = Endpoint Security = Edit integration e & '
Overview Integrations Configurations Fleet Datasets (7 Send Feedback & Settings
< Cancel

. .1 Edit Elastic Endpoint Security pgont confaurton
Full Configurability and ¥ earation oy

( O n t r O | Modify integration settings and deploy changes to the selected agent configuration.

Integration settings

Integration name
Choose a name and description to help identify how )
c h t h f- t . t this integration will be used. endpoint-1
a nge e co n Igu ra Io n o Description |1 Overview Detections Hosts Network Timelines Cases Administration @ Add data

meet your needs < Back to endpoint hosts
Easy toggles to adjust the security > aanesdonins o ApoOINt-1 e olen oM B ey
settings that match your risk profile. —

Click here to edit advanced configuration options.

Type Operating System

Malware Protections Enabled
Malware Windows, Mac ‘ . e
Protection Level

Detect © Prevent

View related detection rules. Prebuilt rules are tagged "Elastic” on the Detection Rules page.

Settings
Type Operating System
. 717 event collections enabled
Event Collection Windows
Events

DLL and Driver Load
@ Ons

@ File

2 Network

@ Process

@ Registry

@ security

Type Operating System
" 2 3/3 event collections enabled
Event Collection Mac

Events

File

Process



Error Reporting

Hosts e

Hosts running Elastic Endpoint Security

37 Hosts
Hostname
mainga-aticolo-10-0.
mainga-aticolo-10-0.
mainga-aticolo-10-0..
mainga-aticolo-10-0.
mainga-aticolo-10-0.
bpreston-mba

mainga-aticolo-10-0..

mainga-aticolo-10-0...

mainga-aticolo-10-0...

mainga-aticolo-10-0..

Rows per page: 10 v

@)  Overview Detections

Host Status

* Online

© Online

® Online

® Online

© Online

o Offline

@ Online

® Online

© Online

© Online

Hosts

Network  Timelines

Integration

x5d prevent malware
x5d prevent malware
x5d prevent malware
x5d prevent malware
x5d prevent malware
lava

x5d prevent malware
x5d prevent malware
x5d prevent malware

x5d prevent malware

Cases Administration

Configuration Status

Success

Success

Success

Success

Success

Fallure

Success

Success

Success

Success

Operating System
Linux

Linux

Linux

Linux

Linux

macOS

Linux

Linux

Linux

Linux

1P Address
127.0.0.,31,10.0.5....
127.0.0.1,:1,10,0.5....

127.0.0.1

127.0.0.1,:1,100.7....

127.00.1

127.0.0.1
127,001,

127.0.0.1, =

127.001, =

127.0.01

bpreston-mba

< Endpoint Details

Configuration Response

~

(s

Streaming

> Agent Connectivity * Faded

> Load Config * Success

> Read ElasticSearch Confige Success

> Configure Elastic Search Connection # Success

» Workflow * Success
Malware [ 1]

5> Agent Connectivity * Faled
> Load Config * Success
> Workflow * Success
> Download Global Artifacts » Success
> Download User Artifacts » Success
> Configure Malware * Success
> Read Malware Config * Success

> Load Malware Model * Success

@ elastic




Prebuilt protections and
expanded detection methods



The Cube

Turn-key protections across the organization

>

Security Sophistication s
g - Cloud
. =
« Continuous Monitoring :5 L * Host
)
. o w
+ Threat Detection g = + Network
Q.
+ Threat Prevention 8 + User
+ Threat Intelligence « Applications (saas/on-prem)
+ Threat Hunting -
Entities Which security entities will be
’ > covered?
Customer Security Sophistication What data source should we use?

+ KQL/EQL

* ML Job

+ DS model-based
+ On-endpoint

How the detection will be implemented?

» Cloud delivered

PN

% elastic



Stop threats

at scale...

You know, in a free and open way

Elastic Security Detections Repository

Open

Elastic Security + Community =
building the best detections to protect
the world’s data

Free

Detections are free and under Elastic
License

Growing

All new detections will be available
there all the time

Coverage

Across MITRE ATT&CK and
Cybersecurity frameworks for SecOps

- elastic/detection-rules

- Release Blog

"., elastic Products Learn Company Pricing

User Stories

§

News  Engineering

Elastic Security opens public detection rules repo

By Ross.Wolf « Elastic Security Intellioence & Analytics Team

000

At Elastic, we believe in the power of open source and understand the importance of community. By putting
the community first, we ensure that we create the best possible product for our users. With Elastic Security,
two of our core objectives are to stop threats at scale and arm every analyst. Today, we're opening up a new
GitHub rep Y, rules, to work g the security pping threats at a
greater scale.

The release of the detection engine in Elastic Security brought automated threat detection to the Elastic
Stack. Since the initial launch of the detection engine, the Elastic Security Intelligence & Analytics team has
added 50+ additional rules, increasing the visibility of attacker techniques on Linux, macOS$, and Windows
operating systems. As we to expand ge, you'll see breadth in z g
new domains such as cloud services and user behavior.

Over the past few releases, we used an internal repository to manage rules for the detection engine. We've
i ively imp our testing p by adding tests for new contributions that validate
Kibana Query Language (KQL) syntax, schema usage, and other metadata. Our rule development has

matured, so we can move fast without breaking things.

By opening up our rules GitHub rep
the y, and we're your ~driven
all of us to share our collective knowledge, learn from each other, and make an impact by working together.

y. Elastic Security will develop rules in the open
This is an opportunity for

Qontact

Releases Cuilture Archive

Elasticsearch: Getting Started
Learn how to search and analy
your data in real time.

Learn more »

Recommended Content

How to build React search
experiences quickly
Search Ul is an open source search libr:

for buikding React seacch experiences.
Search is a refined search APt with eleg

Learn More

>

& ). .
¢ elastic


https://github.com/elastic/detection-rules
https://www.elastic.co/blog/elastic-security-opens-public-detection-rules-repo

Out-of-the-Box (Prebuilt) Detection Rules in 7.9

Detection rules

203 rules Detocions Hoss Network Timelnes  Cases  Admietratin
included in 7.9

distribution Detection rules e
All tagged with

“Elastic” +

28 MLJObS Al rules

37 AWS

17 Okta

23 Network

4 APM

67 Windows

39 Linux

16 Elastic

endpoint alert

All contain

severity,

risk_score, and

tags

% elastic




Streamlined analyst
workflows



Investigation guides for
prebuilt detection rules

Suggests questions, actions,
and next steps to analysts
investigating an alert

Creating a new investigation
guide is as simple as updating
a markdown field

= "._‘ . Security = Detections = Detection rules = Unusual Process For a Windows Host

'1 Overview Detections Hosts Network Timeli Cases Administration

[ v Search KQL v  Last 24 hours

®  +Add filter

< Back to detection rules

Unusual Process For a Windows HoSt s

Created by: on Jul 30, 2020 @ 10:13:27.036  Updated by: on Jul 30, 2020 @ 10:13:27.036

Last response: @ (o)

About Details Definition

Investigating an Unusual Windows Process Rule type
Detection alerts from this rule indicate the presence of a Windows process that is rare and
2 5 < o Anomaly score
unusual for the host it ran on. Here are some possible avenues of investigation:
threshold
« Consider the user as identified by the username field. Is this program part of an 3 PR
y b Machine Learning job

expected workflow for the user who ran this program on this host?

Examine the history of execution. If this process manifested only very recently, it might
be part of a new software package. If it has a consistent cadence - for example if it
runs monthly or quarterly - it might be part of a monthly or quarterly business process.
Fxamine the nrocess metadata like the values of the Comnanv._Descrintion and

Timeline template

License | Beta

o = @

ML job settings v @ Add data

i

@&  Activate | = Edit rule settings

Timeline ~

Machine Learning

50

rare_process_by_host_windows_ecs

None



Unified alert exceptions

workflow

Enables faster reduction in
false positives, which are
analysts’ top frustration

Add Exception

Alerts are generated when the rule's conditions are met, except when:

Field Operator Value
host.user.name v is v service.account
OR
host.user.name v is v admin
AND
destination.geo.city_name v is v Montreal

[ (-] Add nested condition

@ Approved by Riley Hunter on August 17, 2020.

Close this alert

Close all alerts that match this exception, including alerts generated by other rules

License | Beta

<
s

<
b



License | Beta

IBM Security Resilient
integration

%* [R  security ' Cases © EP @

|1 Overview Detections Hosts Network Timelines Cases Administration @ Add data

Enables a quick connection to
the widely-deployed security
incident response platform Configure cases s

Case Closures
Case closure options

Define how you wish Security cases to be closed. Automated case closures require an (] Manually close Security cases

established connection to an external incident management system. ) X . L
Automatically close Security cases when pushing new incident to external system

Connect to external incident management system 3
Incident management system Update IBM Res

You may optionally connect Security cases to an external incident management system
of your choosing. This will allow you to push case data as an incident in your chosen
third-party system.

IBM Res 5°&




License | Beta / GA

Further analyst workflow
enhancements

= @ R Security Hosts Events Q| =

@ Add data

@) Overview D Hosts Tl Cases

Full-screen mode and infinite
scroll put ana|ysts in control B~ Search KoL | @< | Lest24hours Show dates

&  +Add filter

Customizable timeline

templates enable Curated g 8,954 u“;é“;(i)g success  x 5S4fail 2;“2;,956 source © 532 destination
views for specific alerts
Other enhancements fulfill T — ~0 s
requests from our global
community e e e .

Events @ swackby eventaction

@ Kernel Object
® Removable Sto

0,000
sssssssssssss
sssssssss

20000

000 ributes_modified
0

,
i Timeline A\{



Analyst Workflow
Enhancements

Signals now called
Detection Alerts
Exceptions workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

App name changed
from “SIEM” to
“Security.” In-app
breadcrumbs now
show “Security”

= & [B seccurty overview

O @& @

.1 Overview Detections Hosts

[E) v Search

&+ Add filter

Recent cases

Brief

© 2

This Is only a test
Edge

This is a very simple edge case

View all cases

Recent timelines

B

You haven't favorited any timelines yet. Get
out there and start threat hunting!

View all timelines

Security news

Detection rules for SIGRed

vulnerability
2020-07-21

Defend your an
M0 QItDad |

ent from the July
s In Misenents

@ Add data

KQL il ~  Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00

Network Timelines Cases Administration

DeteCtIOH alert trend Qa Stackby  signal.rule.name v View alerts
Showing: >10,000 alerts
a8
16000 ECS Check: ¢
©® event.outcome field ©
not present £
@
E
=

®  eventkind field not
present

- ECS Check
DOOX
x ®  event.iype field not
ao — present
. ECS Check
7300800 07301400 07902000 07310200 07310800 07311400 07312000 08010200 08010800 08011400 OS01Z00 08020200

External alert trend

Shawing: 0 external alerts

Stackby  eventmodule v View alerts

All values returned zero

% elastic



Analyst Workflow
Enhancements

Signals now called
Detection Alerts
Exceptions workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

In-app titles,
descriptions, and
documentation now
refer to “Detection
alerts” instead of
signals.

= & [B seccurty overview

.1 Overview Detections Hosts

[E) v Search

&+ Add filter

Recent cases

Brief

© 2

This Is only a test
Edge

This is a very simple edge case

View all cases

B

You haven't favorited any timelines yet. Get
out there and start threat hunting!

Recent timelines

View all timelines

Security news

Detection rules for SIGRed

vulnerability
2020-07-21

Defend your an
M0 QItDad |

ent from the July
s In Misenents

O @& @

@ Add data

KQL il ~  Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00

Network Timelines Cases Administration

DeteCtIOH alert trend Qa Stackby  signal.rule.name v View alerts
Showing: >10,000 alerts
a8
16000 ECS Check: ¢
.. ® event.outcome field ©
not present £
@
E
=

®  eventkind field not
present

=
- ECS Check
DOOX
x ®  event.iype field not
ao — present
200 . ECS Check
07302000 07310200 07310H00 07311400 07312000 08010200 08010800 080) 1400 OSO1X00 08020200

77:30 1400

External alert trend

Shawing: 0 external alerts

Stackby  eventmodule v View alerts

All values returned zero

% elastic



Analyst Workflow
Enhancements

Security Detections

Signals now called =& 8
Alerts

Exceptions workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine

.1 Overview Detections Hosts Network Timelines

B v Search

&  + Add fiter

Detection alerts s

Last alert: 5 minutes ago

Trend

Showing: »10,000 alerts

Cases Administration ML job settings ~ @ Add data

KQL {8 v Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00 ¢ Refresh

@ Manage detection rules

Stackby  signal.rule.name v

Timeline ~

ECS Check

T| me | | ne new " - -_ L] ::f:‘,:::,c,?m field
templates, cs Cneck
® event.type field not
pe rfO rmance i present
ECS Check
|mprovements, and , , ‘ . ; v . ::::e(:ma field not

full-screen displays

Signals table is now
“Detection alerts”

Showing 392,030 alerts Selected O alerts  Take action

table. Note that e . O s e
. > 3% wee  Aug 2, 2020 @ 07:59:07682 ud
“External alerts” view R qz P K,p
by ug 2, ( 07:59:074 J

is gone. Rules now
called “detection
rules.”

(3 Select anl 392,030 alerts

Open Inprogress Closed
Additional filters
Rule signal.rule.version Method Severity Risk Score agent.type
ECS Check: event.type field not present 10 query high 53 packetbeat
ECS Check: event.type field not present 10 query high 53 packetbeat |
e

% elastic



Analyst Workflow
Enhancements

signals now ca"ed = ".9 . Security Detections
AI erts . .1 Overview] Detections | Hosts Network Timelines
Exceptions workflows

for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine

B v Search

&  + Add fiter

Detection alerts s

Last alert: 5 minutes ago

Trend

Showing: »10,000 alerts

Cases Administration ML job settings ~ @ Add data

KQL {8 v Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00 ¢ Refresh

@ Manage detection rules

Stackby  signal.rule.name v

Timeline ~

ECS Check

T| me | | ne new " - -_ L] ::f:‘,:::,c,?m field
templates, cs Cneck
® event.type field not
pe rfO rmance i present
ECS Check
|mprovements, and , , ‘ . ; v . ::::e(:ma field not

full-screen displays

Primary Navigation
still “Detections” - ties

Showing 392,030 alerts Selected O alerts  Take action

together detection e . O s i
i > () g% wes  Aug2, 2020 @ 07:50:07682 ud
rules and detection s : i
> B Aug 2, 2020 @ 07:59:07682 udp

alerts for consistency.

(3 Select anl 392,030 alerts

Open Inprogress Closed
Additional filters
Rule signal.rule.version Method Severity Risk Score agent.type
ECS Check: event.type field not present 10 query high 53 packetbeat
ECS Check: event.type field not present 10 query high 53 packetbeat |
e

% elastic



Analyst Workflow
Enhancements

Signals now called = & @@ secuy overview © =2 @
Alerts

Exceptions workflows
for detection engine
and endpoint

Value lists to support

.1 Overview Detections Hosts Network Timelines Cases Administration @ Add data

B v Search KQL [l v Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00

&+ Add filter

exceptions Recont cases e .
New threshold rule Detection alert trend & stokty [sgnaename % [oaaans
Brief Showing: >10,000 alerts —_—
type and other rule o2 T
Creatlon This Is only a test P 9
‘ ‘ .. ® event.outcome field

not present

enhancements in Eae 1230

H H This is a very simple edge case 00X So% ek 3
detection engine ‘ i s pitin
Timeline new = ECS Check

Timeline ~

®  eventkind field not

templates, 300800 07301400 prosont
P Recent timelines n @
performance
|m rovementS, a nd You haven't favorited any timelines yet. Get
p . out there and start threat hunting! EXternal alert trend Stackby  event.module v View alerts
full-screen displays Showing: 0 external alrts
View all timelines
Underlying field ey ek
names and indices
. . Detection rules for SIGRed . All values returned zero
still are called signals. vulnerabilty
2020-07-21
E.g., .siem-signals-*

2190 IftDad s In Miseneafs

index pattern, o _
signal.* field names. % elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exceptions workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Default histogram
stacking is now by
rule name. Note
continued use of
signal.rule.name
here.

= & [B seccurty overview

.1 Overview Detections Hosts

[E) v Search

&+ Add filter

Recent cases

Brief

© 2

This Is only a test
Edge

This is a very simple edge case

View all cases

B

You haven't favorited any timelines yet. Get
out there and start threat hunting!

Recent timelines

View all timelines

Security news

Detection rules for SIGRed

vulnerability
2020-07-21

Defend your an
M0 QItDad |

ent from the July
s In Misenents

O @& @

@ Add data

KQL il ~  Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00

Network Timelines Cases Administration

DeteCtIOH alert trend Qa Stackby  signal.rule.name v View alerts
Showing: >10,000 alerts
a8
16000 ECS Check: ¢
©® event.outcome field ©
not present £
@
E
=

event.kind field not
present

- ECS Check
DOOX
x ®  event.iype field not
ao — present
. ECS Check
4 L]
7300800 07301400 07902000 07310200 07310800 07311400 07312000 08010200 08010800 08011400 OS01Z00 08020200

External alert trend

Shawing: 0 external alerts

Stackby  eventmodule v View alerts

All values returned zero

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Rule details view now
shows “Detection
alerts” generated by
this rule.

nruas  ECS Chack: avant.type flald contains disaliowad vakua

@’  Overview Datections Hosts Network Timelines Cases Administration

ECS Check: event.type field contains disallowed value wn

ponsy: @
About

Thes rule checks 1o make sure that the ‘eventtype’ freid is oputated with alowed values
Severity * High

Risk score 2

Reference URLs o WIS/ Www olastic colguidaleniecs/cus
Tags ECS  Categorization

Detection alerts

Exceptions  Failure Mistory

investigoton guide

2-1IoWed-values-gvent-type.him

Definition

Index patterns

Custom query

Rule type
Timeline template

Schedule

Runs every

Additional look-back time

e ©u @

ML job settings - 9 Add data

Kat y v 30,2020 @ 08:32:1065 -+ Aug 2, 2020 @ 08:00:00.00 m

1 |
@& Actvare = Edit rule settings i

f

S0M-STansICUON®  UOWDESL®  adgame-®  fHcRedl:  pacADIDEI-*  winiogbeat-

Timeline

event.type:* and not event type-access and not event type:admin and not
event.ype:allowed and not event.type:change and not event.type:creation and not
event.type:connection and not event.type:deletion and not event.type:denied and not
event.type:end and not event.type:error and not event.typesinfo and not event.type:group
and not event and not event otocol. #nd not event type:start and
not event.typeuser

Queey

ECS Checker 1

% elastic



Analyst Workflow
Enhancemept_s

. = @ . Security Detections ® 5] e
Signals now called

Alerts @) Overview Detections Hosts Network Timelines Cases Administration ML job settings v~ @ Add data

Exception workflows

for detection engine @~ Search KQL v Jul 30,2020 @ 05321065 - Aug 2, 2020 @ 08:00:00.00

and endpoint ® +Addfiter

Value lists to support

exceptions Detection alerts smn

New threshold rule Loat HorE 4 NS 400

type and other rule [}

creation Trend i, (—— = p

enhancements in :
=

detection engine ECS Check:
. . P event.outcome field
Timeline new i

s . .
tem plates, ° ifjﬁf::;w not
f bt v— present
perrormance | £CS Check:
<o

improvements, and R S NS v
full-screen displays

Close alert

Mark in progress

[ Open Inprogress Closed

New in-app capability

i f Shov g te action ~ (3 Select all 392,030 alerts Additional fiiters
for adding exceptions . PE—— _ :
. 8 network.transport Rule signal.rule.version Method Severity Risk Score agent.type
to detection rules.
L. . > 3 "0 | Aug 2, 2020 @ 07:59:07.682 udp ECS Chock: event.type field not present 10 query high 53 packetbeat
Can be Inltlated rlght > s 90 Aug2, 2020 @ 07:59:07682 udp ECS Check: event type field not present 10 query high 53 packetbeat
from Detection alerts i

table. % elastic



Analyst Workflow
Enhancemept_s

. = @ . Security Detections ® 5] e
Signals now called
AIertS '1 Overview Detections Hosts Network Timelines Cases Administration ML job settings ~ @ Add data
Exception workflows
for detection engine & v Search KQL [~ Jul 30,2020 @ 05:32:10.65 - Aug 2, 2020 @ 08:00:00.00
and endpoint ® +Addfiter
Value lists to support
exceptions i
: Detection alerts s
New threshold rule
type and other rule 8
. <
Creatlon . Trend Stack by slgnal.rule.name v g
enhancements in Showing: >10,000 slerts g
detection engine e .
. . R . o | eventoutcome field
Timeline new S
tem plates, ° ifjﬁf::;w not
performance s i o
improvements, and e GeE s e R o S S o evenin o
. Close alert 30 2000 31 02 31089 14 312000 e & 801 08¢ 0801 140 801 200 802 02 F
full-screen displays
Mark in progress
q [ o] Cl
Note: Exceptions are I e R
applled to the Show ¢ e e action v (3 Select all 392,030 alerts At s
= ption i .
) . 7 8 network.transport Rule signal.rule.versic Method Severit Risk Score ent.type
detection rule” that =S —— = ’ 2 ” P
. > =2 "0 JAug 2, 2020 @ 07:59:07.682 udp ECS Chock: event.type field not present 10 query high 53 packetbeat
Created thls > 2 9ee | Aug 2, 2020 @ 07:59:07.682 udp ECS Check: event type field not present 10 query high 53 packetbeat
", I ”
‘detection alert. 0 _
Exceptions do not @ elastic

modify the rule logic.



Analyst Workflow
Enhancements

Signals now called

Alerts i
Exception workflows Add Exception

for detection engine CS Check: event.type f

and end pOI nt I Alerts are generated when the rule's conditions are met, except when:

Value lists to support - — G

exceptions host.name ~ is ~ Mikes-MacBook-Pro.local ~v
New threshold rule ] Add nested condition

type and other rule

Creatio n E | don't want to be generating a lot of detection alerts when I'm working on ECS development

enhancements in
detection engine
Timeline new

templates,
pe rfo rmance Close this alert
i m p rovem entS, an d Close all alerts that match this exception, including alerts generated by other rules

full-screen displays

Detection rule logic
identifies “potential”
detection alerts. Will
become detection
alerts EXCEPT when -
any exception %* elastic
condition matches.




Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Exception items are
arranged in “OR of
ANDS” configuration,
similar to timeline
query builder.

Add Exception

Alerts are generated when the rule's conditions are met, except when:

Field Operator Value
host.name ~ is ~ Mikes-MacBook-Pro.local ~v
E | don't want to be generating a lot of detection alerts when I'm working on ECS development.

Close this alert

Close all alerts that match this exception, including alerts generated by other rules

Cancel

Add Exception

% elastic



Analyst Workflow
Enhancements

Signals now called

Alerts
%
Exception workflows Add Exception
for detection engine S Check: event.type f
and end p0| nt Alerts are generated when the rule's conditions are met, except when:
Value lists to support _— — _—
exceptions host.name ~ is ~ Mikes-MacBook-Pro.local v U
New threshold rule ] Add nested condition
type and other rule
Creatio n = | don't want to be generating a lot of detection alerts when I'm working on ECS development

enhancements in
detection engine
Timeline new

templates,
pe rfo rmance Close this alert
i m p rovem entS, an d Close all alerts that match this exception, including alerts generated by other rules

full-screen displays

Rich commenting

capability for

analysts to document

WHY the exception

was created. Allows o

SOC manager reviews % elastic

and helps recall why.



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Detection alert can be
closed automatically
when exception is
created.

Add Exception

Alerts are generated when the rule's conditions are met, except when:

Field Operator Value
host.name ~ is ~ Mikes-MacBook-Pro.local
(-] Add nested condition
E | don't want to be generating a lot of detection alerts when I'm working on ECS development

|

Close this alert

Close all alerts that match this exception, including alerts generated by other rules

Cancel Add Exception

% elastic



Analyst Workflow
Enhancements

Signals now called

Alerts
X
Exception workflows Add Exception
for detection engine S Check: event.type f
and end pOI nt Alerts are generated when the rule's conditions are met, except when:
Value lists to support _— — _—
exceptions host.name ~ is ~ Mikes-MacBook-Pro.local ~v
New threshold rule ] Add nested condition
type and other rule
Creatio n E | don't want to be generating a lot of detection alerts when I'm working on ECS development

enhancements in
detection engine
Timeline new

templates,
pe rfo rmance Close this alert
i m p rovem entS, an d Close all alerts that match this exception, including alerts generated by other rules

full-screen displays

Optionally, multiple
detection alerts can
be closed when
exception is created.
Note: this function o
extends to alerts from %* elastic
all rules.




Analyst Workflow

Enhancemen

0'.9 . Security Detections Detection rules  ECS Check: event.type field not present o) [ e
Signals now called
Alerts [®) v Search KQL  filj v Jul 30, 2020 @ 05:32:10.65 -» Aug 2, 2020 @ 08:00:00.00
Exception workflows ®  +Addfitter
for detection engine T =

and endpoint

Value lists to support
exceptions

New threshold rule

type and other rule -
, QU Search fild (ex: host.name)
creation

enhancements in Showing 1 esceplion  Refresn
detection engine

Additional look-back time  1m

Detection aler§s Exceptions ailure History

Timeline ~

Timeline new Date created ;«;g:f;azna 2020 @ s Operilor Vikin
te m plates ey it host.name is Mikes-MacBook-Pro.local
’ real elastic
pe rfO rmance Description ECS Check: event.type
. field not present -
|mprovements, and exception list item
full-screen displays S S Edit Remove

Exceptions tab in
Detection Rule details
view shows all
exceptions applied to
this rule. Can edit .
exception or add a % elastic
new one from here.



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Exceptions allow
multiple KQL
operators. We've
added one new one,
called “is in list.”

Add Exception

Alerts are generated when the rule's conditions are met, except when:

Field Operator Value
host.name v is | g Mikes-MacBook-Pro.local
> v is

is not
is one of

E I don't want to be generating a lo 1en I'm working on ECS development.
is not one of
exists
doesnote..
—
igin list

Close this alert

Close all alerts that match this exception, including alerts generated by other rules

Cancel

Add Exception

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

When “is in list” is
chosen operator,
available lists are
shown. These lists
are called “Value lists”

Add Exception

Alerts are generated when the rule's conditions are met, except when:

Field erator alue

host.name v is In fist v ¥ v g

Value_List_Keyword_Zonefiles_Compromised_Domains.csv
Value_List_Keyword_ECS_Field_Names.csv

E I don't want to be generating a lot of detection alerts when I'm working on ECS development.

Close this alert

Close all alerts that match this exception, Including alerts generated by other rules

Cancel Add Exception

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Value lists can be
added from the
Detection rules page.
You can upload a CSV
file. Note: Value lists
are stored in
Elasticsearch indices.

= ¢ @

Security Detections Detection rules

@’ Overview Detections Hosts Network Timelines Cases
Back to detections
Detection rules =
Rules Monitoring
All rules
Showing 222 rules Selected O rufes  Bulk actions ~ Refresh
Rule Risk score Severity
Elastic Endpoint Security 47 Medium
ECS Check: event.type field contains
ghiabiall . 21 o High
disallowed value
ECS Check: event.outcome field not 21 o High
present
ECS Check: event.outcome contains 53 o High
disallowed value
heck: ki t
ECS Check: event kind contains 75 ® High
disallowed value
ECS Check: event.category field not
ot 53 o High
present
ECS Check: ecs.version value not o
21 Madim

Administration

QU e.g. rule name

Lastrun

2 minutes ago

2 minutes ago

2 minutes ago

2 minutes ago

2 minutes ago

2 minutes ago

2 minutas ana

O & e

ML job settings ~ (@ Add data

b Upload value lists |

Last response

® succeeded

® succeeded

©® succeeded

® succeeded

® succeeded

® succeeded

& succaadad

Tags v

Tags

Elastic

ECS

ECS

ECS

ECS

ECS

ECS

& Import rule... ‘ ® Create new rule

Elastic rules (203)  Custom rules (19)

Timeline ~ |

Activated

Endpoint

Categorization

Categorization

Categorization

Categorization

Categorization

.’m

)

@ elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Value lists are single
value lists - i.e.,
one-column in a CSV
file.

Upload value lists

Upload single value lists to use while writing rules or rule exceptions.

3}
Select or drag and drop a file
Type of value list
Keywords v
Value lists
Fliename Upload Date Created by

Value_List_Keyword_Zonefiles_C...  Jul 30, 2020 @ 11:51:34.357  elastic
Value_List_IP_Local_192.168.1.csv  Jul 30, 2020 @ 11:51:07.645  elastic

Value_List_Keyword ECS_Field_N... Jul 30, 2020 @ 11:50:22.954 elastic

Actions.

Close

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Four types of value
lists are supported in
7.9, based on
Elasticsearch
datatypes: keywords,
text, IP addresses,
and IP ranges.

Upload value lists

Upload single value lists to use while writing rules or rule exceptions.

i)

Select or drag and drop a file

Type of value kst

ﬁ:mme Upload Date Created by
Value_List_Keyword_Zonefiles_C...  Jul 30, 2020 @ 11:51:34.357  elastic
Value_List_IP_Local_192.168.1.csv  Jul 30, 2020 @ 11:51:07.645  elastic

Value_List_Keyword_ECS_Field_N... Jul 30,2020 @ 11:50:22.954  elastic

Close

&
@

0

elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows Upload value lists
for detection engine
and endpoint

Upload single value lists to use while writing rules or rule exceptions.

Value lists to support i)

eXceptions PP ﬁ M‘B MAX Select or drag and drop a file

New threshold rule

type and other rule b drshelbpmpone : Keywogbs
creation

enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

IStS
Filename suppom Created by Actions
Value_List_Keyword_Zonefiles_C...  Jul 30, 2020 @ 11:51:34.357  elastic
Value_List_IP_Local_192.168.1.csv  Jul 30, 2020 @ 11:51:07.645  elastic

Value_List_Keyword_ECS_Field_N... Jul 30,2020 @ 11:50:22.954  elastic

Close

Upload file size is

limited to 9 MB in 7.9.
E.g., Zonefiles domain
list 115,000 entries is

only 2.4 MB.
@ elastic

.’I



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

New Threshold rule
uses Elasticsearch
terms aggregation
and generates
detection alert when
bucket size exceeds
specified threshold.

= ".9 - Security = Detections = Detection rules = Create

@’ Overview Detections Hosts Network Timelines Cases

< Back to detection rules

Create new rule s

2

Custom query Machine Learning

Use KQL or Lucene to
detect issues across
indices.

Select ML job to detect
anomalous activity.

v Selected Select

Index patterns

apm-*-trar i X uditbeat-* X . X filebeat

Administration

>
Threshold

Aggregate query results
to detect when number of
matches exceeds
threshold.

Select

logs-* X p . X

ML job settings

e = @

® Add data

Timeline ~

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Similar to Custom
query rule type, but
can specify a field on
which to perform
terms aggregation,
and threshold for
number of matches.

Security

Detections

Detection rules  Create

Rule type

Q

Custom query

Use KQL or Lucene to
detect Issues across

Machine Learning

Select ML job to detect
anomalous activity.

k)
Threshold

Aggregate query results
to detect when number of

£

Indices. matches exceeds
threshold.
Select Select v Selected
Index patterns
apm-*- i X ditbeat-* x 9 * X filebeat-* x flogs-* x packetbeat-* x winlogbeat-* x (]
ttern of Elasticsearch indices where you would like this rule to run. By default, these will include index patterns defined in Security Solution advanced
Custom query Import quary from saved timeline
%) v event.kind:event and event.module:endpoint KaL
®  + Add filter
Field Threshold
host.name O v >= 2000
1 to group results by
Timeline template
Generic Endpoint Timeline v

Select which timeling to usa when in

vestigating genarated alerts

Timeline ~

% elastic



Analyst Workflow
Enhancements

Signals now called = 4+ [B)| security Detections  Detection rules 6 o @
Alerts

Exception workflows .1 Overview Detections Hosts Network Timelines Cases Administration ML job settings v  @® Add data

for detection engine .

and endpoint ¢ Back to detections

\e/)a(Ll;Ztl:Ztr?StO support DeteCtIOn rUIeS I &1 Upload value lists ] [ ¢y Import rule... J

New threshold rule
type and other rule

. Rules  Monitoring
creation

<
enhancements in £
detection engine £
Ti | g A" rUIeS Q) threshold| [ x ] Tags v Elastic rules (203) Custom rules (10) o
Imeline new
templates, "
Showing 1 rule Selected O rules Bulk actions ~  C Refresh
pe rfo rmance Rule Risk score Severity Last run Last response Tags Activated
improvements, and
p ) Threshold Rule Test - 2000 50 o i S eaconas ahs o Bicsaedsa test rule  threshold [ ¢
full-screen displays Events from Endpoints 9

[

Rows per page: 20 v

Example: threshold
rule to detect any
host from which
we've received 2000
or more endpoint -
events (not alerts) in % elastic
the past 24 hours.




Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Detection alert
contains new field
signal.threshold_count,
which contains actual
number of events
from this host.

Note full screen!!

—
=% @

®  + Add filter

Security ' Detections

[©) Exit full screen

Detection rules

Threshold Rule Test - 2000 Events from Endpoints

Timeline ~

& Open Inprogress Closed
Showing 160 alerts Selected 0 alerts  Take action v (3 Select all 160 alerts Additional filters ~
= Q) [;] @timestamp Rule Versi... Method Severity Risk Score event.module
v 5% wee Aug 3, 2020 @ 06:54:51.046 || Threshold Rule Test - 2000 Events from Endpoints 6 threshold low 50 ‘endpoint
Table JSON View
QU count (]
Field Value Description
# ' signal.threshold_count 199851
Collapse event
> 3% eee | Aug 3, 2020 @ 06:49:51.001 Threshold Rule Test - 2000 Events from Endpoints 6 threshold low S0 endpoint
> 5‘-’3 aee | Aug 3, 2020 @ 06:44:51.006 Threshold Rule Test - 2000 Events from Endpoints [} threshold low 50 endpoint
> z5 aee | Aug 3, 2020 @ 06:39:51.025 Threshold Rule Test - 2000 Events from Endpoints 3 threshold low 50 endpoint
> =z @ee | Aug 3, 2020 @ 06:34:50.936 Threshold Rule Test - 2000 Events from Endpoints 6 threshold low 50 endpoint
> ;“’:, eee | Aug 3, 2020 @ 06:29:50.917 Threshold Rule Test - 2000 Events from Endpoints 6 threshold low 50 endpoint
> {,5; eee | Aug 3, 2020 @ 06:24:50.804 Threshold Rule Test - 2000 Events from Endpoints 6 threshold low 50 endpoint

25 v~ of 160 Alerts

Load more

® Updated 2 minutes ago

% elastic



Analyst Workflow
Enhancements

Signals now Ca”ed = 9 .I Security Detections Detection rules Create I
Index patterns apm-* filebeat-*  logs-*  packetbeat-*
Alerts winlogbeat.*
EXCGptiOﬂ WOka'OWS Custom query I event.kind:alert and event.module:"crowdstrike" I
for detection engine Rule type Query
and end pOint Timeline template Generic Endpoint Timeline
Value lists to support
exceptions
About rule & Edit
New threshold rule e
type and other rule e~
Creation Crowdstrike alert "promotion” rule
enhancements in
. . Description
deteCtlon engl ne This rule generates a detection alert for every Crowdstrike alert received
Timeline new
templates,
pe r-f ormance Default severity Severity override
Select a severity level for all alerts generated by this rule. Use source event values to override the default severity.
m p rovem entS, an d ® Low Source field Source value Severity
full-screen displays crowdstrike... v > elow
. . crowdstrike.... v v 2> Medium
Severity override
Setting uses a Va/ue crowdstrike.... 2 v = e High
derivedfrom the crowdstrike... v v > @ Critical
source event to o R e P lnematen

populate the severity
of the detection alert.

Timeline ~

% elastic



Analyst Workflow

Enhancements

Slgnals now Ca”ed = "._- .I Security Detections Detection rules Create I (e 2 e
Alerts

) This rule generates a detection alert for every Crowdstrike alert received
Exception workflows
for detection engine
and endpoint Default severity Severity override

. Select a severity level for all alerts generated by this rule. Use source event values to override the default severity.
Value lists to support o Co Source ild oo ol Savery
exceptions crowdstrike... v v 9 elow
New threshold rule

crowdstrike.... v LU ] Medium

type and other rule
creation crowdstrike.... v v 3 e High e
enhancements in crowdstrike.., v v 3 e Critical é
detection engine eh il appy. f o £
Tlmellne new Default risk score Risk score override

templates,
performance
improvements, and
full-screen displays

Risk_score override
setting uses a value
directly from the
source event to
populate the
risk_score of the
detection alert.

Select a risk score for all alerts generated by this rule.

4] 25 50 75 100

Tags

endpoint x crowdstrike x |

50

Use a source event value to override the default risk score.

Source field Default risk score
event.risk_score v = signal.rule.risk_score
If value is out of bounds, or field is not present, the default risk score will be

used.

Type one or more custom identifying tags for this rule. Press enter after each tag o begin & new one

> Advanced settings

% elastic



Analyst Workflow
Enhancements

Signals now called = 4 B | Security Detections  Detection rules ~ Create | o = @

Alerts v Advanced settings

Exception workflows Reference URLs Optcia

for detection engine

and endpoint ) Add reference URL

Value lists to support Falss positive sxamples S

excepti ons Since all crowdstrike alerts will produce detection alerts, this rule may be noisy. ]

New threshold rule s e o

type a n d other rule MITRE ATTECK™ tactic Optional MITRE ATTECK™ techniques

Creation Select tactic ... ~ =
. *) Add MITRE ATTACK™ threat @

enhancements in 3

Investigation guide Optiona E

detection engine
Timeline new

Markdown  Preview

SOP for handing C ke di ion alerts
templates,
Perform initial investigation in timeline using the "Investigate in Timeline” button,
pe rfo rmance Add "true positive" or “false positive" to timeline note

improvements, and
full-screen displays

Add a "Crowdstrike” tag to the case.

.
.

« [_ICreate new Case from timeline

.

« [ISlack message the Crowdstrike admin with the Case URL

Markdown syntax help &

helpful information for analysts that are investigating detection alerts. This guide will appear on the rule detals

Optional “author”
field allows listing all

lection alerts generated by this rule.

Author Optiona
GUth ors. P r Op er Mike Pagquettte x Garrett Spong o
attribution is
expected in -
community rule % elastic

sharing.



Analyst Workflow

Enhancements

Signals now called = & B | Security | Detections

Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

New “License” field in
Advanced Settings
allows specification
of license under
which this rule is
published. E.g.,
Elastic, MIT, DRL.

Detection rules Create I

» |_ICreate new Case from timeline
« _/Add a "Crowdstrike" tag to the case,
« [ Slack message the Crowdstrike admin with the Case URL

Markdown syntax help 7

Pr for analysts that are investigating detection alerts. This guide will appear on the rule details page and eated
" enerated by this rule
Author Jption
Mike Paquettte Garrett Spong o
Type one or more authors for this rule. Press enter after each author to add a new one.
License
Elastic
Add a lcense name

Global endpoint exception list
Associate rule to Global Endpoint Exception List

Building block
Mark all generated alerts as "buliding block" alerts

Rule name override

message v
choose & field from the source event to populate the rule name in the alert list
Timestamp override
v

Choose timestamp field used when executing rule. Pick fieid with timestamp

Timeline ~

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Check this box to
cause exceptions to
this rule to be pushed
down to hosts
running Elastic
Endpoint Security.

‘@

‘e .I Security Detections

Detection rules  Create I

« [JCreate new Case from timeline
« [JAdd a "Crowdstrike" tag to the case

« |ISlack message the Crowdstrike admin with the Case URL

Markdown syntax help (2

¥

Author

Mike Paquettte

Garrett Spong

Investigating detection alerts

Type one or more authers for this rule, Press enter after each author 10 add a new one
License
Elastic
Add a license name
Global endpoint exception fist

Associate rule to Global Endpoint Exception List

Building block
Mark all generated alerts as "building block” alerts

Rule name override
v
Choose 3 field from the source event to populate the rule name in the alert list
Timestamp override
v
Ch np fleld used when executing rule. Pick field with timestamp closest to ingest tir

This guide will appear on

the rule details page and in timelines (as notes|

@ (e.g. eventingested)

% elastic

Timeline ~



Analyst Workflow

t_s

Enhancemen

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Detection alerts
created by “Building
block” alerts will not
appear in the
detection alerts
tables by default.

?* .I Security Detections

Detection rules  Create I

« [ICreate new Case from timeline
« [ ] Add a "Crowdstrike™ tag to the case.
« |_ISlack message the Crowdstri - HISTV Vel AT-]]

Markdown syntax help (4

t are investigating detection alerts. This

Author

Mike Paquettte x  Garrett Spong

Type one of more authors for this rule. Press enter after each author to add a new or

License
Elastic

Add a license name

Global endpoint exception list
Associate rule to Global Endpoint Exception List

Building block

Mark all generated alerts as “building block™ alerts

Rule name override

v
Choose a field from the source event to populate the rule name in the alert list
Timestamp override

v

Choose timestamp field used when executing rule. Pick field with timestamp closest to

quide will appear on the rule details page and |

time (e.g. event.ingested)

imelines (as notes) created

Optiona

O

Optiona

% elastic

Timeline ~



Analyst Workflow
Enhancements

Security

Detections

Signals now called = o B

Alerts

Exception workflows B v Search

for detection engine © -+ Addfier

and endpoint

Value lists to support
PP Trend

exceptions
New threshold rule SR R oS
type and other rule

creation

;

KQL (& v Last 24 hours

Stack by

}l"n"
enhancements in 200
detection engine L,“.’,
Timeline new

08-02 0800

templates,
performance
improvements, and
full-screen displays

Showing 112,799 alerts

If necessary, can =80
show building block S €)-Bgom
detection alerts in 5 Q)i
detection alert table 5 O Basaee
by enabling under

“Additional filters"”

@timestamp

08-02 11:00 08-02 14:00 802 17.00 0802 20:00 08-02 23:00 08-03 02:00

Selected O alerts  Take action v  [3 Select all 112,799 alerts

network.transport Rule

Aug 3, 2020 @ 07:04:51.218 - Threshold Rule Test - 2000 Events from Endpoints
Aug 3, 2020 @ 06:59:51.112 -_— Threshold Rule Test - 2000 Events from Endpaints

Aug 3, 2020 @ 06:54:51.046 - Threshold Rule Test - 2000 Events from Endpoints

08-03 05:

3)

signal.rule.version
6
6

6

® =2 @

Show dates C Refresh

signal.rule.name N

ECS Check:
® event.outcome field
not present

ECS Check:
® event.category field
not present

Timeline ~

ECS Check:
@ eventkind field not
present

Open Inprogress Closed

Additional filters ~

Include building block alerts

|

Thresnola Tow
threshold low

% elastic



Analyst Workflow
Enhancements

Signals now called = & @[ secry oetctons

Detection rules ~ Create I e

Alerts

Exception workflows
for detection engine
and endpoint

» |_ICreate new Case from timeline
« ] Add a "Crowdstrike" tag to the case.
« |_JSlack message the Crowdstrike admin with the Case URL

Markdown syntax help 7

P his guide ppear on the rule detalls page and in timeline: tes) created
Value lists to support
. Author Optional
exceptlons
Mike Paquettte x  Garrett Spong e
NeW th reShOId ru Ie Type one or more authors for this rule. Press enter after each author to add a new one.
type and other rule
. License
creation =
enhancements in
detection engine loba andpoitaxcopiontit
T| me | | ne new Associate rule to Global Endpoint Exception List
templates, Building block
Mark all generated alerts as "buliding block” alerts
performance
. Rule name override Optiona
|mprovements, and
. message v
fu | I-screen d Isplays Choose a liekd from the source event to populate the rule name in the alert list
. Timestamp override Optionat
Rule name override =
allows one detection Choces trasims B v Vi asacuting k. i 1 Wi st st 0 e U . it ogesid

rule to produce
detection alerts with
rule names specific to
the source event. ECS
message field typical.

% elastic

Timeline ~



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Timestamp override
causes rule execution
to use specified
timestamp. Useful for
delayed events. ECS
event.ingested typical.

£ %4 .I Security Detections

Detection rules  Create I

- [] Create new Case from timeline
- [] Add a "Crowdstrike" tag to the case.

-[] Slack message the Crowdstrike admin with the Case URL

Markdown syntax help 7

from

Author

Mike Paquettte X Garrett Spong x

Type one of more authors for this rule, Press enter after each author to add a naw one,

License
Elastic

Add a license name

Global endpoint exception list

Associate rule to Global Endpoint Exception List

Building block

Mark all generated alerts as “building block" alerts

Rule name override

message

Choose a field from the source event to populate the rule name in the alert list

Timestamp override

event.ingested

estamp field used when executing rule. Pick fiekd with

a
B
L

Timeline ~

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Larger, multi-line
query bar available
during rule creation,
allowing complete
view of long or
complex queries.
Rule authors rejoice!

"‘9 ' Security = Detections = Detection rules

Create

Rule type

Q

Custom query

Use KQL or Lucene to
detect issues across

€9

Machine Learning

Select ML job to detect
anomalous activity.

indices.
v Selected Select
Index patterns
apm-*-trar * X -* X ® X

filebeat-* x

»
Threshold

Aggregate query results
to detect when number of
matches exceeds
threshold.

Select

logs-* x -% X * X [ x ]

Enter the pattern of Elasticsearch indices where you would like this rule to run. By default, these will include index patterns defined in Security Solution advanced

settings

Custom query

Import query from saved timeline

[E) v eventkind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event kind:alert KQL
and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and
® + event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert
and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and
Timelinet o\ent kind:alert and event Kind:alert and event kind:alert and event kind:alert and event kind:alert and event kind:alert
7.9 Cut and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert

Select wh

event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and event.kind:alert and e\

Timeline ~

%@ elastic



Analyst Workflow
Enhancements

Signals now called = 4¢ [B)]| security Detections
Alerts

Exception workflows B+ Search

for detection engine EEE—

and endpoint

Value lists to support pr

exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new

templates,

performance Showing 112,799 alerts
. =R
improvements, and 5T
full-screen displays 5
Detection alerts i
support new “in b
progress” state. Can £ Usae
mark in bulk and # Ueees

filteron “in progress
detection alerts.

3500
3000
2500
2000
1500
1000
500 e

)

o 00 08-02 11:00 08-02 14:00

08021700

2000

Selectdd 3 alerts  Take action v

@timestamp] -
Close selected
Aug 3,202 @

Aug 3,202q@ Mark in progress

Aug 3, 2028082421048 —

(3 Select

por|

Aug 3, 2020 @ 06:49:51.091 -
Aug 3, 2020 @ 06:44:51.006 -

Aug 3, 2020 @ 06:39:51.025 .

Aimn nAnA A Ao.DACAODE

KQL ~  Last 24 hours

08- 08-03 02.00 08-03 05:00

08-02 23:00

Il 112,799 alerts

Rule signal.rule.version

Threshold Rule Test - 2000 Events from Endpoints 6

Threshold Rule Test - 2000 Events from Endpoints 6
Threshold Rule Test - 2000 Events from Endpoints 6
Threshold Rule Test - 2000 Events from Endpoints 6
Threshold Rule Test - 2000 Events from Endpaints 4]
Threshold Rule Test - 2000 Events from Endpoints 6

Thssahald Niida Tass  AANA Ciisats fonse Cadaalota S

@

Show dates C Refresh

ECS Check:
® eventoutcome field
not present

2 @

ECS Check:
® event.category field
not present

ECS Check:
® eventkind field not
present

Timeline ~

Open Inprogress Closed

Additional filters

Method Severit
threshold low
threshold low
threshold low
threshold low
threshold low
threshold low

Mesanbata tassa



Analyst Workflow

Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Note: New Elastic
Endpoint Security rule
is activated by
default.

Load Elastic prebuilt detection rules

= ¢
= & B

Security / Detections. / Detection rules Elastic Security comes with prebuilt detection rules that run in the

background and create alerts when their conditions are met. By

@) Overview Detections Hosts Network Timelin default, all prebuilt rU'eslexcept the Elastic Endpoint Security rulc)lare

disabled. You can select additional rules you want to activate

@ Add data

< Back to detections

& Upload value lists

Detection rules sm

Rules Monitoring

@ Import rule... | [REREEECE R

A" rUIeS QU e.g. rule name Tags v Elastic rules (203)  Custom rules (0)
203 rules Selected O rules  Bulk actions Refresh
Bulg Suzkscore Severity Lozl Lislrosponze lags Activated
Elastic Endpoint Security 47 Medium ° Elastic  Endpoint &
D v -2 134} L P v e R e e
73 @ High L] Elastic  Endpoint X
Elastic Endpeint Security 9
Permission Theft - Detected - Elastic 73 ® High R Elastic  Endpoint %
Endpoint Security
Vi pplicati i ;
Web Application Suspicious Activity: pa g " o e 4
sqlmap User Agent
=] from
RPC (Remote Procedure Call) from the 73 o High = st || Ttk %
Internet
{! i A 3
Web Application Suspicious Activity. a7 Medium % APM  Elastic %
POST Request Declined
Command Prompt Network 99 P —-— . Elastic || Windows %

%@ elastic



Analyst Workflow
Enhancements

Signals now called = & @ secuity Timelines  Templates o o
Alerts

Exception workflows
for detection engine
Timeiines
Value lists to support
exceptions

New threshold rule
type and other rule Timelines| ~ Templates
creation
enhancements in
detection engine
Timeline new

templates,
performance Generic Network Timeline 24 minutes ago Elastic 0

'1 Overview Detections Hosts Network Timelines Cases Administration @ Add data

QU e.g. template name, or description Only favorites O] Elastic templates 3 (ustom templates 0

Showing: 3 templates Selected 0 templates  Bulk actions ~  Refresh C

b3

Template name Description Last modified Modified by ou}

3

b
H
H

improvementS, and Generic Process Timeline 24 minutes ago Elastic 0
full-screen displays

Generic Endpoint Timeline 24 minutes ago Elastic 0 w saa

[N

7.9 ShipS with three Rows per page: 10 v
prebuilt timeline
templates: generic
network, generic
process, and generic §
endpoint

Timeline ~



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Separate tabs help
analyst keep track of
templates vs.
investigative
timelines.

= ;._o . Security  Timelines = Timelines

.1 Overview Detections Hosts Network Timelines Cases Administration

Timelines

Timelines Templates

Qe g. timeline name, or description

® = e

® Add data

B Import Timeline ® Create new timeline

Only favorites 0

Showing: 1 timeline Selected O timelines  Bulk actions ~»  Refresh C

Timeline name Description Last modified -

Check out this Full Screen

7.9 Timeline AR S
Timeline View!!

8 minutes ago

Rows per page: 10 v

Timeline ~

Modified by n o] o

elastic

[

elastic

.’l



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

In 7.9, can create
your own timeline
template!

= & 08
= %9

'1 Overview Detections Hosts

Timelines

Timelines Templates

Q e.g. template name, or description

Showing: 3 templates Selected 0 templates
Template name
Generic Network Timeline

Generic Process Timeline

Generic Endpoint Timeline

Rows per page: 10 v

Security  Timelines Templates

Network

Bulk actions v

Description

Timelines

Cases

Refrash C

Last modified -
24 minutes ago
24 minutes ago

24 minutes ago

Administration

© EP e

@ Add data

@ Import Timeline | @ Create new timeline template
L

Only favorites 0 Elastic templates 3 Custom templates 0

Timeline ~

Modified by jou] frd
Elastic [
Elastic 0 x4 eon
Elastic 0 w sss

[N



Analyst Workflow
Enhancements

Signals now called = 4 B
Alerts
Exception workflows 8’  Overview |

for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new

Timelines

Te

Timelines

Q e.g.templater

Showing: 4 templates

templates, Template
performance 7.9 Cust
improvements, and .
. eneric
full-screen displays
Generic
Generic

Can start from events
in time, or can now
start from scratch,
with the new “Add
Field” capability. Use
fixed value or new
“template field”

Rows per page: 10

Security ' Timelines

o

Templates

7.9 Custom Templa My timeline template

Drop anything  highlighted  here to build an

Add field v

or | query

o : @ Add field >
ano  Filter v ®) v Search L ® A v
iT! Add template field >
®  +Add filter
= (0:3 3 @timestamp message event.category event.action host.name source.l; '
> Aug 3, 2020 @ 08:06:47.190 Process XPCKeychainSandb...  process p _stopp Michaels-\ Pro.lo... —
>. XPCKeychainSandboxCheck
2 mikep @ Michaels-MacBook-Pro.local in 2/ stopped process
(74895)
Y [Library/F rity.fr k/Versions/A/XPCServices/XPCKey di heck.xpe/C /MacOS/XPCKey heck
# b25a0303e2446d287f8740109884e27b692125f4
© Py XPCKeychainSandb heck (PID: 74895) by us cce
> Aug 3, 2020 @ 08:06:47.190 Process mdworker_shared (... process process_started Michaels-MacBook-Pro.lo... -

>. mdworker_shared

B/ started process
(74906)

Load more

2 mikep @ Michaels-MacBook-Pro.local  in

25  of 508 events match the search criteria (® Updated 1 minute ago

N

@? elastic



Analyst Workflow

Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Filter containing
template field will be
modified with value
from detection alert
when analyst chooses
to “Investigate in
Timeline”

Lk

Timelines

".,o . Security  Timelines Templates

Overview |

Timelines Te

o P @

Timeline template

bd {} 7.9 Custom Templa My timeline template

( host.name: “{(host.name}" x )

on ( ) Add fleld v~

ano  Filter @ v Search KQL ® Al i

& - + Add filter

Q e.g. template r

=1} @timestamp L message event.category event.action host.name source.i| '
Showing: 4 templates > Aug 3, 2020 @ 08:06:47.190 Process XPCKeychainSandb...  process process_stopped Michaels-MacBook-Pro.lo... —
>. XPCKeychainSandboxCheck
Template 2 mikep @ Michaels-MacBook-Pro.local in 2/ stopped process
(74895)
7.9 Cust Y [Library/Fi rks/S ity.fi k/Versions/A/XPCServices/XPCKeychainSandboxCheck.xpc/Contents/MacOS/XPCKeychainSandboxCheck
- # b25a0303e2446d287f87401b9884e27b692125f4
Generic
(=8 XPCKeychail db: heck (PID: 74895) by us eas
Generic
= 3 Aug 2, 2020 @ 08:06:47.190  Process mdworker_shared (..  process process_started Michaels-MacBook-Profo... | —
eneric

Rows per page: 10

>. mdworker_shared

2 mikep @ Michaels-MacBook-Pro.local in [/ started process
(74908)

Load more

25 ~ of s98 events match the search criteria (© Updated 10 seconds ago

=z

%?* elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Filter containing
standard field will not
be modlified with
value from detection
alert but will keep its
specified value.

= | @

'1 Overview |

Timelines

Timelines Te

Q e.g.templater

Showing: 4 templates
Template
7.9 Cust
Generic
Generic

Generic

Rows per page: 10

Security = Timelines

Templates © & @

Timeline template
X 12; 7.9 Custom Templa My timeline template © Notes © & ~  Last 24 hours Show dates @
( host.name: "{host.name)" x n p name: "XPCKey heck” X ) -
AN .
:
oR Add field v E

( )

anp  Filter ~ [ v Search KQL o Al ~
®  +Addfilter
H= @ @timestamp message event.category event.action host.name source.i|
> Aug 3, 2020 @ 08:06:47.120 Process XPCKeychainSandb...  process process_stopped Michaels-MacBook-Pro.lo... —_
>_ XPCKeychainSandboxCheck
2 mikep @ Michaels-MacBook-Pro.local in  E3/ stopped process
(74895)
18y /Library/F J ity.fr k/Versions/A/XPCServices/XPCKey heck.xpc/Ci [MacOS/XPCKey heck
# b25a030302446d287f8740109884027b692125f4
=] XPCKey heck (PID: 74895) by us cea
> Aug 3, 2020 @ 08:06:17.190 Process XPCKeychainSandb... | process process_started Michaels-MacBook-Pro.lo... -
>_ XPCKeychainSandboxCheck
2 mikep @ Michaels-MacBook-Prolocal in E3/ started process
(74895)
6 -~ of & events match the search criteria (® Updated 10 seconds ago

PN

%?* elastic



Analyst Workflow
Enhancements

Signals now called = & 8
Alerts
Exception workflows v
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new

Security = Timelines = Templates

Overview Detections Hosts Network

Timelines

Timelines Templates

O\ e.g. template name, or description

Showing: 1 template Selected 0 templates  Bulk actions ~  Refresh G

Temglate name Descrlgtlon

Timelines

® EJ. e

@® Add data

@ Import Timeline @ Create new timeline template

Cases Administration

Only favorites 0  Elastic templates 3] Custom templates n

Timeline ~

Last modified L Modified by o b2

templates,
performance

7.9 Custom Template My timeline template

14 minutes ago elastic 0 w Lol

improvements, and
. Rows per page: 10 v~
full-screen displays
Can filter for custom
timeline templates,
Elastic prebuilt
templates, or both.

[

@ elastic

.’m



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

All timeline
templates, including
custom templates,
are available during
rule creation step 1.

(2 .I Security ' Detections = Detection rules

Create I

Rule type

Q

Custom query

Use KQL or Lucene to
detect issues across
indices.

Machine Learning

Select ML job to detect
anomalous activity.

o
Threshold

Aggregate query results
to detect when number of
matches exceeds

threshold.
QU e.g. Timeline template name or Only favorites Select
None &
Timeline offered by default when creating new time...
7.9 Custom Template & tbeat-* X logs-* X packetbeat-* X logbeat-* x [ %]
v
My timeline template
tofun. By default, these will include index patterns defined in Security Sofution advanced
Generic Network Timeline &
Import query from saved timeline
Generic Process Timeline
s KQL
Generic Endpoint Timeline &
7.9 Custom Template v
I Select which timeline to use when investigating generated alerts. I

Timeline ~

% elastic



Analyst Workflow

Enhancements

[ -
. = fe Security Hosts  All hosts 0 =& @
Signals now called ¢ B son -
AI erts '1 Overview Detections Hosts Network X €% 7.9 Timeline For demo purposes ) Notes 0 A [~ Last24 hours
Exception Workflows | oot eeeeeee oo ,
H H Av s ch ( host.name: "Michaels-MacBook-Pro.local” x ) :
for detectpn engine By searc E
and endpoint ©  +Adafier ) ) +hod o :
Value lists to support oV | [ [Boas KaL e Al v
exceptions Hosts @ =+ Add fiter
New threshold rule ,
= (‘:2 [1_] @fmestamp L message event.category event.action host.name source.ly |
type and other rule = , 1
= 3, 2020 @ 07:57:57.184 Process mdworker. shared (..  process process. stopped Michaels-MacBook-ProJo... -
creation \ 5
h t ) Hosts User authentic. fmikep @ Michaels-MacBook-Prolocal in P/ stopped process ;n'::::‘m"m b
ennancements in cx
. . B 1 0 SL y! w/ L PP _shared -5 mdworker -c
detection engine MOSimportecWorker | -m | comapplemdworkershared
Timeline new # 1618702071b9b4e486b8c0991d9346d0073¢953
© Process mdworker_shared (PID: 74890) by user mikep ses
templates, o il val
pe rfO rm a nce 080 0756 > T © [Aug 3, 2020 @ 07:57:57184 Process mdworker_shared (... | process process,_started Michaels-MacBook-Prodo.. |[=
i m p roveme nts' an d £ mikep @ Michaeis-MacBook-Prodocal in| [/  started process ;u:;;am'mmd
. Allhosts  Authentications ~ Uncommon process yiF ~shared || s |1 maworker | <
fu I I Scree n d Is p I ays MODSImporterWorker -m com.apple.mdworker.shared  via parent process = (1)
# 161a7d2971b9baedB6b8c09IIIABA0073¢953
Timeline now All hosts ) Process mdworker_shared (PID: 74835) by user mikep ass
Supports a fu”-screen SHPe: ) howt > I © Aug3, 2020 @ 07:57:37.184 Process mdworker_shared (..  process process_stopped Michaeis-MacBook-Prodo... -
view by clicking on e
th iS iCO n. ST e e 25 v of 493 events match the search criteria Load more | (9 Updated 21 seconds ago

% elastic



Analyst Workflow
Enhancements

Signals now called
Alerts

Exception workflows
for detection engine
and endpoint

Value lists to support
exceptions

New threshold rule
type and other rule
creation
enhancements in
detection engine
Timeline new
templates,
performance
improvements, and
full-screen displays

Full-screen timeline
allows analysts to
user all vertical
space, see more
events, improve
velocity!

= % . Security Hosts Al hosts

Xty 7.9 Timeline For demo purposes

e = @

e e e O O e '
' 1
i ( host.name: "Michaels-MacBook-Pro.local” % ) i
: , :
b ) +Add field :
'
' '
mo Filter v [¥) v Search KQL e Al v
©  +Add filter
4@ @tinfestamp & message event.category event.action host.name source.lp destination.ip user.name
pd g O Aug 3, 2020 @ 07:57:57.184 Process mdworker_shared (..  process process_stopped Michaels-MacBook-ProJo... - - mikep
>. mdworker_shared
£ mikep @ Michsels-MacBook-Prodocal in P/ stopped process fLibeary/F oreServi Supp _shared -$
(74680)
madworker -c MDSImporterWorker -m com.apple.mdworker.shared
# 16fa7d2971bf9b4e486b8c099fd934640073¢953
© Process maworker_shared (PID: 74690) by user mikep sos
> 0 O Aug3, 2020@07:57:57184  Process maworker_shared (. process process_started Michaels-MacBook-Pro.lo. - - mikep
». mdworker_shared
S mikep @ Michaels-MacBook-Projocal in B/ started process y/ new! pp _shared -8
(74835)
mdworker -c MDSImporterWorker -m com.apple.mdworker.shared via parent process (1)
# 16fa7d2971b{0bAc486bBCO9O(dI34640073¢053
© Process mdworker_shared (PID: 74835) by user mikep aoo
> Z} O Aug 3, 2020 @ 07:57:37.184 Process maworker_shared (... process process_stopped Michaels-MacBook-Pro.Jo.. — - mikep
5. mdworker_shared
S mikep @ Michaels-MacBook-Projocal in B3/ stopped process s ISy y/ CoreService: amews PP _shared -5
25 ~ of 493 events match the search criteria Load more @ Updated 41 seconds ago

% elastic



Case Management Case Management Workflows
Workflows

° Send cases to IBM Resilient

All hosts
Create cases ® Create new timeline
from within
ca Ses VI eW & Attach timeline to new case
Or create cases ' & Aiach timaine ta sxkting casa
from the Ao} Fliter v ! @ Inspect
Timeline view
NeW in 7.9 : Sitpeutications Srcon Otimestamp . L event.action host.name source.

. . Aug1,2020 @15:21:32.211  Process accessed: RuleNam Process accessed (rule: Pr
attach timeline

-
to existing case ALIRESE T e

Aug 1, 2020 @ 15:21:32.211 Process accessed: RuleNam. Process accessed (rule: Pr

A F - Not
test timeline escript N > . Last24 h e .
w : (® Create new timeline template

3 n Timeline...
host.name: “windows-server-01" x Ope eline

Aug 1, 2020 @ 15:21:32.211 Process accessed: RuleNam. Process accessed (rule: Pr.

Host name Aug 1, 2020 @ 15:21:32.073 An account falled to log on. . authentication logon-failed
Aug 1, 2020 @ 15:21:32.073  Anaccount falled tologon. ...  authentication logon-falled
Aug 1, 2020 @ 15:21:32.073 An account failed to log on. authentication logon-failed
Aug 1, 2020 @ 15:21:32.073 An account falled to log on. .. authentication logon-falled
Aug 1, 2020 @ 15:21:32.062 An account falled to fog on, authentication logon-failed
Aug 1, 2020 @ 15:21:32.062 An account failed to log on. authentication logon-failed
Aug 1, 2020 @ 15:21:32.062  An account falled tologon....  authentication logon-falled
Aug 1, 2020 @ 15:21:32.062 An account failed to log on. .. authentication logon-failed
Aug 1, 2020 @ 15:21:32.001 The Windows Filtering Platfo Filtering Platform Packet D
Aug 1, 2020 @ 15:21:32.001 The Windows Filtering Platfo.. Filtering Ptatform Packet D

Aug 1,2020 @ 15:21:32.001  The Windows Filtering Platfo. Filtering Ptatform Packet D

% elastic




vase Management
e  Send cases to IBM Resilient

Workflows

= @ D
Can also send @) Overview Hosts Network Detections Timelines
cases to
external
systems
No external
systems
configured by
default
Create an
external
connector jatack () elastic phiehing An1L2020@ o pugnag
using in-app
experience for
connecting to Rows per page: 5
an external
incident
management
system

Open cases Closed cases

Cases &=n % 0

st ncases (4) Closed cases (0) Reporter 1 v

Reporter Tags < Openedon | External Incident Incident Management... Actions
o elastic test  case 2 minutes ago Not pushed

Jun 8, 2020 @
( account takeover
o elastic un v 20:46:95.80 Not pushed

o elastic @s! case e ot pushed
{ test N h
15:00:49.350

% elastic




vase Management
e  Send cases to IBM Resilient

Workflows

=l
In 7.9 we have

9/ Overview Detections Hosts Network Timelines Cases Administratior
added su ppo rt q ase Select a connector
for IBM
Resilient.
Previous
IBM Resilient Jira ServiceNow
re | e a Se S h a d Case Closures Push or update Security Push or update Security Push or update data to a

S e rvi C e N OW case data to a new issue case data to a new issue new incident in
y t t ] in Resilient in Jira ServiceNow.
ITSM, and Jira i : ' : i

Configure cases en

(o]

Connect to external incident management system




Gase Management
° Send cases to IBM Resilient
Workflows

= ‘ Cases

@) Overview Detections Hosts Network Timelines Cases Administratior IBM Resilient connector  BETA

Provide details
about your IBM :
Resilient Configure cases s=m
Instance

No ability to Case Closures bttps /Mo restien sem.stc.cev]
configure : etk :

custom field 201

Connector name

IBM Res

2789dd9e-79b9-48a2-bfb4-1ba808acebla

ma p pl n gs a t Connect to external incident management system it o

this point

&

Security case field External incident field On edit and update

Title

Description

Comments




vase Management
e  Send cases to IBM Resilient

Workflows

= @
Provide details
about your IBM
Resilient
Instance
No ability to
configure
custom field Case Claswes Cae clomirs dptions
mappings at this s i e s e et bl
point
Choose if you Connect to external incident management system e el ot
want to have At S el 1BM Res
cases closed ! ‘
automatically

@) Overview Detections Hosts Network Timelines Cases Administration

Configure cases =mn

% elastic




Case Management Workflows
e  Send cases to IBM Resilient

Case Management

Workflows

IBM Resilient Demo

Push the case =e

to th e ext ern al @) Overview Detections Hosts Network Timelines Cases Administration
IBM Resilient

instance, along
with comments
and deep link s/
to Timeline (if
available) Q@ i

Status Case opened

IBM Resilient Demo - EZ3 13 seconds sgo

Shimon.Modi@elastic.co added description 13 seconds ago

testing new connector

Reporter
° Shimon.Modi@elastic.co

Participants

e Shimon.Modi@elastic.co

Tags

demo

External incident management system

IBM Res

% elastic



Case Management Case Management Workflovy;
° Send cases to IBM Resilient
Workflows

=@
Push the case to
the eXte rnal IBM '1 Overview Detections Hosts Network Timelines Cases Administration
Resilient
instance Cases BETA ?pencases glosedcases
Case Status
updated to QU e.g. case name Opencases (1) Closed cases (0) Reporter
show push -

Reporter Comments Openedon External Incident Incident Management ... Actions

Shimon.Modi@el Aug 1,2020 @ - -
d 0 2 requires update IBM Res
O .icco e 15:32:17.595 ylres Lpc

Rows per page: 5 v

% elastic



Case Management Case Management Workflows
e  Send cases to IBM Resilient
Workflows

i Al - i
Case is created open Incidents - [ &

i n I B M Res i I i e n t Incident Disposition: Confirmed, Uncon © Name: All -~ 0 Status: Active o More... .
project PR
specified by -

10 Name Description Date Discovered  Date Determined  Date DateCreated  Owner  Phase Severity  Status

Columns «

. .

(@) rga nization ID 2117 1BM Resilient Demo testing new connector (created at 2020-08- 08/01/2020  08/01/2020 - 08/01/2020 W  Respond — Active
. 01722:32:17.5 01722:32:17.5952 by Shimon. Modi@elastic.co) Default
provided Shimon Hodr@otast

d u ri ng ] 2116 ¢t connector cor yes (created at 2020-07-31713:12:44,3522 by elastic) 07/31/2020 07/31/2020 - 07/31/2020 W Respond — Active
T Default

configuration I

Testing IBM (updated at 2020-07-31713:10:12.554Z by  07/31/2020 07/31/2020 - 07/31/2020 @ Respond — Active
elastic) Default

Group
[This is only a test] 07/30/2020 07/30/2020 - 07/30/2020 W Respond - Active
(https://7b05569d2392489db66d07913ffc0a%.curope- Default
westl.gep.cloud.es.io:9243/app/security/timelines? Group

timeline=(id:'50de0580-d291-11¢a-8185-
df3137ab5e5blisOpen:!t)) (updated at 2020-07-

21 This is a very simple edge case, (updated at 2020-07- 07/30/2020 07/30/2020 - 07/30/2020 W Respond — Active
30714:39:33.100Z by elastic) Default
Group
2112 edit (updated Test case: Multiple participants - tester edit (updated at  07/20/2020 07/20/2020 = 07/20/2020 W Respond — Active
by tester)  2020-07-20712:10:55.635Z by tester) Default
Group
2111 Switching connectors desc update (created at 2020-07-  07/20/2020 07/20/2020 - 07/20/2020 & Respond — Active
20T12:02:30.3522 by elastic) Default
Group
2110 1B¢ test (updated at 2020-07-20708:33:12.7982Z by elastic) 07/20/2020 07/20/2020 - 07/20/2020 & Respond — Active
Default

Group




Case Management
Workflows

Case is created
in IBM Resilient
project specified
by Organization
ID provided
during
configuration
Move case
through
normal IBM
Resilient
workflows used
by your
organization

Case Management Workflows
e  Send cases to IBM Resilient

IBM Resilient

Description

Demo (created at 2020-08-01T22:32:17.595Z by S...

testing new connector (created at 2020-08-01722:32:17.595Z by Shimon.Modi@elastic.co)

Tasks Details

Basic Details

Name @

Description @
Incident Type @

NIST Attack Vectors @
Incident Disposition @
Phase O

Resolution @

Resolu

tion Summary @

Owner

Created By

Date and Location

Date Created ©
Date Occurred @
Date Discovered ©

Address ©
City
Country/Region

Postal Code

Implications

News Feed Artifacts Email

1BM Resilient Demo (created at 2020-08-01722:32:17.595Z by Shimon.Modi@elastic.co)
testing new connector {created at 2020-08-01722:32:17.5952 by Shimon.Modi@elastic.co)

Breach Notes Members Attachments Stats Timeline

Unconfirmed
Respond

& Default Group
@, Shimon Key

08/01/2020 15:34

08/01/2020 15:34:10

Summary
)

Date Created
Date Occurred

Dat.

D

iscovered

Date Determined

Incident Type

People

Created By
Owner

Members

2117
Respond

08/01/2020
08/01/2020
08/01/2020

Unknown

&, Shimon Key
& Default Group

There are no members.

Related Incidents
No related incidents.

Attachments

There are no attachments.

Newsfeed

Shimon Key updated the task list on the incident

08/01/2020 15:34:1

Shimon Key created the incident

2020 15:34:11
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Elastic Security 7.9 Feature Summary

New Free and Open Endpoint Security (Beta)
° Anti-malware capabilities
° Installed through Elastic agent via Ingest Manager, managed by Fleet
° New in-app Administration page for endpoint security configuration/policy and endpoint system status

Analyst Workflow Enhancements
o Signals now called Alerts
Exceptions workflows for detection engine and endpoint
Value lists to support exceptions
New threshold rule type and other rule creation enhancements in detection engine
Timeline new templates, performance improvements, and full-screen displays

Out-of-the-Box Protections
° Free and Open detections in the new Elastic Security Repository
° 58 new prebuilt rules focus on Cloud Infrastructure and SaaS - reminder, also available in detection-rules repo
o New Elastic Endpoint Security rule enabled by default
° Five new ML jobs (Anomaly Detection) for AWS Cloudtrail - along with corresponding rules
° Manage rules at scale: New navigation by use case, vendor. New Investigation guide content. 3 prebuilt timeline templates

Case Workflow and Integrations
) Send and update cases to IBM Resilient (Requires Platinum subscription)

Data Source Integration Updates
° Filebeat modules for GSuite, Microsoft Defender ATP and SophosXG firewalls (Beta)
° 20 experimental modules and packages for a broad range of security data sources, including Barracuda, Cylance, F5, Imperva,
Juniper, Tenable, Sonicwall and ZScaler (Experimental)
° All Beats modules updated to ECS 1.5
° Improved handling of forwarded events (e.g. syslog servers and Windows forwarded events)
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Join the Elastic Security community

Take a quick spin: Try free on Cloud: Connect on Slack:
demo.elastic.co ela.st/security-trial ela.st/slack
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https://ela.st/slack

VIRTUAL USER CONFERENCE

ElasticON Global

13 -15 October 2020

Learn how to bring the power of search to your enterprise
search, observability, and security use cases with Elastic
solutions and the Elastic Stack. Bring your whole team and
get inspired in conversations with Trevor Noah and Megan
Rapinoe. ElasticON Global is free and open to everyone.

Tuesday, October 13 Wednesday, October 14 Thursday, October 15
Global public sector event Americas Asia Pacific, Europe, Middle East, Africa
« Public sector user stories » Opening keynote with Shay Banon = Opening keynote with Shay Banon
« Breakouts on geo, cloud, and cyber » Training workshops » Training workshops
» Federal and education peer panels = Customer stories » Customer stories
» FedRAMP and Elastic Cloud update « Elastic solution deep dives » Elastic solution deep dives
« Networking opportunities « Networking opportunities

« Group discussion sessions - Group discussion sessions
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Safe Harbor
Statement

This presentation includes forward-looking
statements that are subject to risks and
uncertainties. Actual results may differ
materially as a result of various risk factors
included in the reports on the Forms 10-K,
10-Q, and 8-K, and in other filings we make
with the SEC from time to time.Elastic
undertakes no obligation to update any of

these forward-looking statements.



