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Housekeeping & Logistics

● Attendees are automatically muted when joining Zoom webinar

● Q+A will be at the end of the webinar 

● Ask questions for us in the Zoom chat during the webinar

○ Adjust Zoom chat settings to: “All panelists and attendees”

○ More questions? Try https://discuss.elastic.co/c/security 

● Recording will be available after the webinar and emailed to all registrants

https://discuss.elastic.co/c/security
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Elastic Endpoint Security

● Protecting data and networks against cyber attacks is 
challenging. Many security teams have been using Elastic 
Security for SIEM use cases to collect and analyze endpoint 
data, add enterprise context, and hunt for and detect threat 
activity.

● With the 7.9 release, Elastic Security now provides free, 
integrated endpoint security through the introduction of 
signatureless malware prevention and kernel-level data 
collection on the new Elastic Agent.

● Highlights:
a. New free and open anti-malware capability for Windows 

and macOS
b. Interactive process tree visualization
c. Enhanced capabilities and workflows for automated 

threat detection
d. Expanded set of prebuilt detection rules
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What’s new in Elastic Security 7.9



Highlights of Elastic Security 7.9

Elastic agent for data collection and endpoint protection

Deep visibility and malware prevention across your 
environment

Prebuilt protections and expanded detection methods

Streamlined analyst workflows



Data source integrationsElastic Agent



Simpler setup Faster time to 
insight

Easier 
management

A single, unified Elastic 
Agent

1-click integrations for 
popular services 

Centrally manage all your 
agents at scale

Making it EASY to set up



Simple instrumentation



BEFORE NOW

ON EVERY HOST

• Filebeat for logs
• Metricbeat for metrics
• APM agents for app traces
• Heartbeat for uptime
• Endpoint for security
• Winlogbeat - windows data

ON EVERY HOST

• Elastic Agent for logs, 
metrics, and security. 
Uptime, windows data 
and traces coming 
soon.

One thing to install, 
configure and scale.

Elastic Agent
One agent to rule them all!



BEFORE NOW

Web UI to edit agent policies
Collecting data is now as easy as ☑



BEFORE NOW

Now using API keys
Minimal permissions, better control

• Beats have 
username/password

• Password saved in 
YAML config

• Default user has 
superuser permissions

• One or few passwords 
for all Beats

• API keys for Fleet and 
Elasticsearch

• Fleet saves keys 
automatically

• Minimal permissions 
on each Agent

• One key per Agent 
makes it easy to 
revoke



Fast time to insight 
and action



Integrate popular 
services in 1-click

• 1 click adds out of the box 
parsing and dashboards, 
deploys to agents

• ~40 integrations today with 
many more coming soon



Protect hosts from 
security threats

• While you observe, why not 
protect?

• Automated response to 
security threats on hosts, 
like malware

• Deploy to Elastic Agent with 
1 click



Parse fields in 
custom logs

• Out of the box pipelines 
included in integrations

• New UI for building 
pipelines makes it easier

• Powerful processors like 
grok, split and more



Easy management



Centrally manage 
agents with Fleet

• Quick visibility to the status 
of your fleet

• Update agent policies and 
binaries remotely

• Manage agents at scale
• API for full automation



Mass updates in
1 click

• Just 1 click updates the 
policy across all agents

• No more headaches with 
Powershell, Chef, Ansible, 
etc. 



Drill down to see 
agent details

• View the state and logs 
from each Elastic Agent 
right in Kibana

• Offers deep visibility to 
debug problems quickly



Easy data 
management

• Better visibility to data 
usage

• More control over lifecycle 
management and 
permissions



Data source integrationsDeep data visibility



Data Visibility

• MITRE ATT&CK™ 
provides the data 
sources required to 
detect 250 adversary 
techniques

• There are 50 unique 
data sources

• Examples include, 
“Process Monitoring”, 
“DNS Records”, 
“Authentication Logs”, 
and more!



Data integrations

● Microsoft Defender ATP

● Windows PowerShell

● G Suite: login events, admin 
activity, Drive, and more 

● Sophos XG Firewalls, via a 
community contribution



Plus over 40 more 
integrations

Support for 15 common 
network and application 
security technologies



Data source integrationsFree malware prevention



Elastic Endpoint Security

Free and Open Endpoint Security
Available to all Basic+ customers

Centrally Managed through 
Agent/Fleet
Install one agent and get access to over 
20 integrations including Elastic Endpoint 
Security



Protect your Hosts in 2 
Clicks

Really Easy to Get Started
Once agent is installed and running, 
endpoint protection is just 2 clicks away.

Prevention and Visibility Default
Out of the box malware prevention and 
kernel level data collection



Deep Data Visibility

Windows
Events: Process, Network, File, DNS, DLL 
and Driver Loads, Registry, Security 

macOS
Events: Process, Network, File

Linux: 
Events: Process, Network, File



Stop Attacks

Malware Prevention
Machine Learning Malware Prevention 
proven to be over 99% effective at 
stopping malware* 

Auto Quarantine
Malicious files are automatically removed 
from user access to eliminate repeat 
infection attempts 

Zero System Impact
Scored “Fast” on performance tests when 
protecting hosts*



Analyze Events

Identify the Origin and Extent of 
an attack

Streamline alert triage, hunt, 
investigation, and response

Equip analysts to spot potential 
adversary behaviors and attack 
progression



Eliminate False Positives

Exception workflow for all alerts

Apply exceptions all the way 
down to the endpoint



View Hosts Running 
Endpoint Security



Full Configurability and 
Control

Change the configuration to 
meet your needs
Easy toggles to adjust the security 
settings that match your risk profile.



Error Reporting



Data source integrations
Prebuilt protections and 
expanded detection methods



Turn-key protections across the organization
The Cube



Stop threats 
at scale...
You know, in a free and open way

- elastic/detection-rules 
- Release Blog

Open
Elastic Security + Community = 
building the best detections to protect 
the world’s data 

Free Detections are free and under Elastic 
License 

Growing All new detections will be available 
there all the time

Coverage Across MITRE ATT&CK and 
Cybersecurity frameworks for SecOps

Elastic Security Detections Repository

https://github.com/elastic/detection-rules
https://www.elastic.co/blog/elastic-security-opens-public-detection-rules-repo


● 203 rules 
included in 7.9 
distribution

● All tagged with 
“Elastic” +

● 28 ML Jobs
● 37 AWS
● 17 Okta
● 23 Network
● 4   APM
● 67 Windows
● 39 Linux
● 16 Elastic 

endpoint alert 
● All contain 

severity, 
risk_score, and 
tags

Out-of-the-Box (Prebuilt) Detection Rules in 7.9



Data source integrations
Streamlined analyst 
workflows



Investigation guides for 
prebuilt detection rules

License | Beta

Suggests questions, actions, 
and next steps to analysts 
investigating an alert

Creating a new investigation 
guide is as simple as updating 
a markdown field



Unified alert exceptions 
workflow

License | Beta

Enables faster reduction in 
false positives, which are 
analysts’ top frustration



IBM Security Resilient 
integration

License | Beta

Enables a quick connection to 
the widely-deployed security 
incident response platform



Further analyst workflow 
enhancements

Full-screen mode and infinite 
scroll put analysts in control

Customizable timeline 
templates enable curated 
views for specific alerts

Other enhancements fulfill 
requests from our global 
community

License | Beta / GA



Analyst Workflow 
Enhancements

● Signals now called 
Detection Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

App name changed 
from “SIEM” to 
“Security.”  In-app 
breadcrumbs now 
show “Security”



Analyst Workflow 
Enhancements

● Signals now called 
Detection Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

In-app titles, 
descriptions, and 
documentation now 
refer to “Detection 
alerts” instead of 
signals.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Signals table is now  
“Detection alerts” 
table.  Note that 
“External alerts” view 
is gone.  Rules now 
called “detection 
rules.”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Primary  Navigation 
still “Detections” - ties 
together detection 
rules and detection 
alerts for consistency.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Underlying field 
names and  indices 
still are called signals.  
E.g., .siem-signals-* 
index pattern, 
signal.*  field names.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exceptions workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Default  histogram 
stacking is now by 
rule name. Note 
continued use of 
signal.rule.name 
here.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Rule details view now 
shows “Detection  
alerts” generated by 
this rule.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

New in-app capability 
for adding exceptions 
to detection rules.  
Can be initiated right 
from Detection alerts 
table.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Note: Exceptions are 
applied to the 
“detection rule” that 
created this 
“detection alert.” 
Exceptions do not 
modify the rule logic.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Detection rule logic 
identifies “potential” 
detection alerts.  Will 
become detection 
alerts EXCEPT when 
any exception 
condition matches.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Exception items are 
arranged in “OR of 
ANDS” configuration, 
similar to timeline 
query builder.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Rich commenting 
capability for 
analysts to document 
WHY the exception 
was created.  Allows 
SOC manager reviews 
and helps recall why.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Detection alert can be 
closed automatically 
when exception is 
created.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Optionally, multiple 
detection alerts can 
be closed when 
exception is created.  
Note: this function 
extends to alerts from 
all rules.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Exceptions tab in 
Detection Rule details 
view shows all 
exceptions applied to 
this rule.  Can edit 
exception or add a 
new one from here.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Exceptions allow 
multiple KQL 
operators.  We’ve 
added one new one, 
called “is in list.”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

When “is in list” is 
chosen operator, 
available lists are 
shown.  These lists 
are called “Value lists”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Value lists can be 
added from the 
Detection rules page.  
You can upload a CSV 
file.  Note: Value lists 
are stored in 
Elasticsearch indices.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Value lists are single 
value lists - i.e., 
one-column in a CSV 
file.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Four types of value 
lists are supported in 
7.9, based on 
Elasticsearch 
datatypes: keywords, 
text, IP addresses, 
and IP ranges.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Upload file size is 
limited to 9 MB in 7.9.  
E.g., Zonefiles domain 
list 115,000 entries is 
only 2.4 MB.

9 MB max

Note: O
nly keywords 

and IP addres
ses 

Supported 
in 7.9



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

New Threshold rule 
uses Elasticsearch 
terms aggregation 
and generates 
detection alert when 
bucket size exceeds 
specified threshold.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Similar to Custom 
query  rule type, but 
can specify a field on 
which to perform 
terms aggregation, 
and threshold for 
number of matches.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Example: threshold 
rule  to detect any 
host from which 
we've received 2000 
or more endpoint 
events (not alerts) in 
the past 24 hours.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Detection alert 
contains new field 
signal.threshold_count, 
which contains actual 
number of events 
from this host.
Note full screen!!



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Severity override 
setting uses a value 
derived from the 
source event to 
populate the severity 
of the detection alert.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Risk_score override 
setting uses a value 
directly from the 
source event to 
populate the 
risk_score of the 
detection alert.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Optional “author” 
field allows listing all 
authors.  Proper 
attribution is 
expected in 
community rule 
sharing.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

New “License” field in 
Advanced Settings 
allows specification 
of license under 
which this rule is 
published.  E.g., 
Elastic, MIT, DRL.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Check this box to 
cause exceptions to 
this rule to be pushed 
down to hosts 
running Elastic 
Endpoint Security.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Detection alerts 
created by “Building 
block” alerts will not 
appear in the 
detection alerts 
tables by default. 



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

If necessary, can 
show building block 
detection alerts in 
detection alert table 
by enabling under 
“Additional filters”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Rule name override 
allows one detection 
rule to produce 
detection alerts with 
rule names specific to 
the source event. ECS 
message field typical.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Timestamp override 
causes rule execution 
to use specified 
timestamp. Useful for 
delayed events.  ECS 
event.ingested typical.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Larger, multi-line 
query bar available 
during rule creation, 
allowing complete 
view of long or 
complex queries.  
Rule authors rejoice!



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Detection alerts 
support new “in 
progress” state. Can 
mark in bulk and 
filteron “in progress 
detection alerts.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Note: New Elastic 
Endpoint Security rule 
is activated by 
default.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

7.9 ships with three 
prebuilt timeline 
templates: generic 
network, generic 
process, and generic 
endpoint



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Separate tabs help 
analyst keep track of 
templates vs. 
investigative 
timelines.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

In 7.9, can create 
your own timeline 
template!



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Can start from events 
in time, or can now 
start from scratch, 
with the new “Add 
Field” capability.  Use 
fixed value or new 
“template field”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Filter containing 
template field will be 
modified with value 
from detection alert 
when analyst chooses 
to “Investigate in 
Timeline”



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Filter containing 
standard field will not 
be modified with 
value from detection 
alert but will keep its 
specified value.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Can filter for custom 
timeline templates, 
Elastic prebuilt 
templates, or both.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

All timeline 
templates, including 
custom templates, 
are available during 
rule creation step 1.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Timeline now 
supports a full-screen 
view by clicking on 
this icon.



Analyst Workflow 
Enhancements

● Signals now called 
Alerts

● Exception workflows 
for detection engine 
and endpoint

● Value lists to support 
exceptions

● New threshold rule 
type and other rule 
creation 
enhancements in 
detection engine

● Timeline new 
templates, 
performance 
improvements, and 
full-screen displays

Full-screen timeline 
allows analysts to 
user all vertical 
space, see more 
events, improve 
velocity!



Case Management 
Workflows

● Create cases 
from within 
cases view

● Or create cases 
from the 
Timeline view

● New in 7.9, 
attach timeline 
to existing case

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Can also send 
cases to 
external 
systems

● No external 
systems 
configured by 
default

● Create an 
external 
connector 
using in-app 
experience for 
connecting to 
an external 
incident 
management 
system

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● In 7.9 we have 
added support 
for IBM 
Resilient. 
Previous 
releases had 
ServiceNow 
ITSM, and Jira

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Provide details 
about your IBM 
Resilient 
Instance

● No ability to 
configure 
custom field 
mappings at 
this point

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Provide details 
about your IBM 
Resilient 
Instance

● No ability to 
configure 
custom field 
mappings at this 
point

● Choose if you 
want to have 
cases closed 
automatically

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Push the case 
to the external 
IBM Resilient 
instance, along 
with comments 
and deep link 
to Timeline (if 
available)

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Push the case to 
the external IBM 
Resilient 
instance

● Case Status 
updated to 
show push

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Case is created 
in IBM Resilient 
project 
specified by 
Organization ID 
provided 
during 
configuration 

Case Management Workflows
● Send cases to IBM Resilient



Case Management 
Workflows

● Case is created 
in IBM Resilient 
project specified 
by Organization 
ID provided 
during 
configuration 

● Move case 
through 
normal IBM 
Resilient 
workflows used 
by your 
organization

Case Management Workflows
● Send cases to IBM Resilient



Elastic Security 7.9 Feature Summary
New Free and Open Endpoint Security (Beta)

● Anti-malware capabilities
● Installed through Elastic agent via Ingest Manager, managed by Fleet
● New in-app Administration page for endpoint  security configuration/policy and endpoint system status

Analyst Workflow Enhancements
● Signals now called Alerts
● Exceptions workflows for detection engine and endpoint
● Value lists to support exceptions
● New threshold rule type and other rule creation enhancements in detection engine
● Timeline new templates, performance improvements, and full-screen displays

Out-of-the-Box Protections
● Free and Open detections in the new Elastic Security Repository 
● 58 new prebuilt rules focus on Cloud Infrastructure and SaaS - reminder, also available in detection-rules repo

○ New Elastic Endpoint Security rule enabled by default
● Five new ML jobs (Anomaly Detection) for AWS Cloudtrail - along with corresponding rules
● Manage rules at scale: New navigation by use case, vendor. New Investigation guide content. 3 prebuilt timeline templates

Case Workflow and Integrations 
● Send and update cases to IBM Resilient (Requires Platinum subscription)

Data Source Integration Updates
● Filebeat modules for GSuite, Microsoft Defender ATP and SophosXG firewalls  (Beta)
● 20 experimental modules and packages for a broad range of security data sources, including Barracuda, Cylance, F5, Imperva, 

Juniper, Tenable, Sonicwall and ZScaler (Experimental)
● All Beats modules updated to ECS 1.5
● Improved handling of forwarded events (e.g. syslog servers and Windows forwarded events)



Try free on Cloud: 
ela.st/security-trial

Take a quick spin:
demo.elastic.co

Connect on Slack: 
ela.st/slack

Join the Elastic Security community

https://ela.st/slack




Questions?

Thank You

#
#
#
#


Safe Harbor
Statement

This presentation includes forward-looking 

statements that are subject to risks and 

uncertainties. Actual results may differ 

materially as a result of various risk factors 

included in the reports on the Forms 10-K, 

10-Q, and 8-K, and in other filings we make 

with the SEC from time to time.Elastic 

undertakes no obligation to update any of 

these forward-looking statements.


