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Elasticsearch

Store, Search, & Analyze
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Protect network connections.
Guarantee confidentiality.
Trust no one.
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Always ask who is at the door.
Recognize good friends.
Invite only party.
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"id" :"VuaCfGcBCdbkQOm-e5a0x", 4= the
"name" : "my-api-key",
"expiration":1577750400000, ¢ optional expiration timestamp

"api key":"uiZ2lpZaxTNmsyakw9tvNnw" & the “password” of the key
}

“username” of the key

¢ a custom name to recognize it

APIF—TUUTDXKDICFREETE S

GET / search HTTP/1.1
Authorization: ApiKey VnVhQ2ZHYOJDZGJIJrUWOtZTVhT3g6dWkybHAYYXhUTm]l zeWFrdz1l0dk5udw==




Make users who they are.
Everyone is different.
Say no when it is no.



29

Role-based access control
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Privileges (e.g. create, delete index)
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Cluster privileges

Manage the actions this role can perform against your

r. Learn more

Run As privileges
Allo q $ 10 be submitted on the behalf of
users. Learn more
Index privileges
Control access to the data in your cluster. Lear
Indices
data-* x
Indices
logs-* x

© Add index priviege

other

more

monitor x

manage_lim x

user x

manage_index_templates

Privileges
read x

all
manage
monitor
index
create
delete

write
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Elasticsearch Service on cloud
@elastic Products Learn Company Pricing Contact

Elasticsearch Features Elasticsearch Service Pricing Compliance Cloud Status

-
m» ELASTICSEARCH SERVICE
-

Hosted Elasticsearch and e
Kibana on AWS, GCP, and . e

Azure

Get the official Elasticsearch Service from the creators.

. . Custom pluging
Spin up a fully loaded deployment on the cloud provider .

Kib 1
you choose. a Hbana

gep.kibanal bies

Fault soserance.

Email Address Otzeve 223085
RAM poc Norte

lastic Cloud Standard Term
‘our personal data vall be proce

> User settings overrdes

https://www.elastic.co/products/elasticsearch/service

Summary

Name
Version

ESdaamemory  2¢GE
ESduastorage 12575
Tot mamary

Total stecops

Veurly rate

Wonthiy rate

Architecture

Zom 1

e detans
BGaRAM
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Everything in Basic, plus: Everything in Gold, plus:
o Audit logging o Single sign-on
o |IP filtering ©  SAML
» Advanced authentication © OpenlD Connect
©  LDAP ©  Kerberos
© PKI ¢ Attribute-based access control

o Active Directory Field- and document-level security

e Elasticsearch Token Service

Custom authentication & authorization realms

Encryption at rest support
FIPS 140-2 mode

https://www.elastic.co/subscriptions @ elastic
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deelastic  rressers Lesn Compamy Prieey
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Traing Anvusl Subserpticas

Private Training Certitioation

Fundamentals of Securing Elasticsearch

Course Summary

2 Stack security features anatie you to locs down your
re allin and outoound commmecation.
this course, you wil sxplures o Terent Elssticesarch sucurily concerns
willlnarn &
i e MUTtOTIEAL o, (0. Basad Acosss connrel (RBAC), N0d0-1a.
nedta encryption, IP fitarng, HTTPS ancryption batwaon the othar
Elastiz Stack compenants (KIbana, Logstash, and Baats), and more.
After completing tvs couwse, yeu will be abie t fuly securs your

Elastiz Stack dedloyment, ensunng that your data is cely zcessitie to
the right peogle.

A I how 1 addeass them. Yo mplemant festues

Tepies Covered
+ Bockng unautorized sccess

+  Securing communications Iside an Elasticsearch chuster

curing communications outsida an Slasticsaarch chster
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Course Details

This course 3  module of 1 FIAsTE STACk MANAGAMANT
spacialization. Find cut Fow our for.zsea Training Specializations =an
Peip you With your use case.

Augience

Safrwars Engnasrs, System Adminstrators, Davops

e rocammand 1aking tha foliwing Toundational eourses (oe having
aquivaent anowiedge)

« Elasticssarch Engreer |
- Elasticsearch Engneer Il

Requirements.

StAbIA ntanat cones

= Mac, Linux, or Windows
« Latest version of Chrome ce Firefcx [other browsers not supperted)

« Uisabie any 3d biockers and restart your browser before class.

Grelastic  Froses Lem company  Pviaing

Teaieg Ancust Sebserptians

ao

Cantsat Logl Q

Prhaate Tealnieg  Gpaclalzmons  Ceterisn  Browss Cataiog

Advanced Techniques for Securing Elasticsearch

Course Summary

Harden your Cisstic Stack sacurity oy inegrativg wih an existng
authentication system, fins

Vg user access, &

waintaising a
UK (0g. 1 s course, you willlearn how 10 connect Dasticeserch
With your ceternal user authentication systam and how ta 0 ne mere
Granulsr sutherizations for your Users. You wil sise [sarn Fow to keen
track of the differcat cwents hapocning wihin your cluster. At the end
of ths courss, you wil be abie to fully integra stcsearch
chuster within your crganization and be ke 16 monitor the dferent
requests that are coming 10 yeur chaster

Topics Covered
+ Advinced autwnticatico

o Advanced suthcr

« Audzicgging

https://www.elastic.co/training

Course Details

This course i 2 modue of the Elestic Stack Management
sposbzasico. F e out hae ou ocused Trainkg Speciakzations can
DRI You WIth your use case.

Aadwrcn

Software Evgneers, Syziem Administrators, Devops

Daration

23 noas

Prerequisites

Viéz recemmene taking the followng feundatioeal cours
eqavalet rowtedgel

+ Elmtcsuwch Enginee |
+ Elisticsuach Srgnas

for having

« Fundmmwetals of Securing Elasticessren
Requirements
+ SU NLEM Connectin

+ M, Linux, or Windews.

Latest varson of Crrome of Firafox (athar Eromiars 1ot supportad]

o+ DiSacle vy DIGCOMS 303 IES1AMT YOUr bromser Deona <liss.

m


https://www.elastic.co/training
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Demo time!
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Questions?
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Thank you!




